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Online Resources: Local Energy Resilience Planning

Business Continuity Plan Resources

Continuity Guidance Circular (FEMA)

Continuity Resource Toolkit (FEMA)

Every Business Should Have a Plan (FEMA)

Developing and Maintaining Emergency Operations Plans (FEMA)

Build-a-Kit (Go Bag) (U.S. Department of Homeland Security)

IEEE 693-2018: Recommended Practice for Seismic Design of Substations (IEEE)

Mutual Aid Resources

Western Regional Mutual Assistance Group (WRMAG)
American Public Power Association — Mutual Aid Program (American Public Power Association)
IS-706: NIMS Intrastate Mutual Aid — An Introduction (FEMA)

Natural Hazard Mitigation Planning Resources

Natural Hazards Mitigation Planning (Oregon Dept. of Land Conservation and Development)
Local Mitigation Planning Handbook (FEMA)
Example: Hazard Mitigation Plan Annex to Land County HMP (Emerald PUD)

Other State Resources

Comprehensive Emergency Management Plan (Oregon Office of Emergency Management)
Cascadia Playbook v.3 (Oregon Office of Emergency Management)

Local and Tribal Emergency Managers List (Oregon Office of Emergency Management)
Oregon Resilience Plan (Oregon Seismic Safety Policy Advisory Commission)

Oregon Fuel Action Plan (Oregon Department of Energy)

Oregon HazVu: Statewide Geohazards Viewer

Advanced Oregon Wildfire Risk Explorer

Other Federal Resources

Electric Power System Resiliency: Challenges and Opportunities (EPRI)

Utility Investments in Resilience of Electricity Systems (Lawrence Berkeley National Lab)
National Infrastructure Protection Plan: Energy Sector-Specific Plan (U.S. Dept. of Energy)
Clear Path IV: Energy-Focused Disaster Response Exercise (U.S. Dept. of Energy)

FEMA Region X Power Grid Risk Profile (FEMA)
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https://www.fema.gov/media-library-data/1520878493235-1b9685b2d01d811abfd23da960d45e4f/ContinuityGuidanceCircularMarch2018.pdf
https://www.fema.gov/continuity-resource-toolkit
https://www.fema.gov/media-library/assets/documents/89506
https://www.fema.gov/media-library/assets/documents/25975
https://www.ready.gov/build-a-kit
https://ieeexplore.ieee.org/document/8686442
https://www.westernenergy.org/wrmaa-resources/
https://www.publicpower.org/system/files/documents/Mutual_Aid_Executive_Summary_August_2016.pdf
https://training.fema.gov/is/courseoverview.aspx?code=is-706
https://www.oregon.gov/lcd/NH/Pages/Mitigation-Planning.aspx
https://www.fema.gov/media-library/assets/documents/31598
https://www.epud.org/wp-content/uploads/epud_hazard_mitigation_plan_8-9-16-Board-Meeting.pdf
http://www.oregon.gov/oem/emresources/Plans_Assessments/Pages/CEMP.aspx
https://www.oregon.gov/oem/Documents/Cascadia_Playbook_V3.PDF
https://www.oregon.gov/oem/Documents/locals_list.pdf
https://www.oregon.gov/oem/Documents/Oregon_Resilience_Plan_Final.pdf
https://www.oregon.gov/energy/safety-resiliency/Documents/Oregon-Fuel-Action-Plan.pdf
https://gis.dogami.oregon.gov/maps/hazvu/
https://tools.oregonexplorer.info/OE_HtmlViewer/Index.html?viewer=wildfireplanning
https://www.epri.com/#/pages/product/3002007376/
https://emp.lbl.gov/publications/utility-investments-resilience
https://www.dhs.gov/sites/default/files/publications/nipp-ssp-energy-2015-508.pdf
https://www.energy.gov/sites/prod/files/2016/08/f33/ClearPathIV_Exercise%20Summary%20Report_Public%20Release.pdf
http://www.starr-team.com/starr/RegionalWorkspaces/RegionX/mitigationplanning/Shared%20Documents/PrivateSector/FEMA_RegionX_Power_Grid_Risk_Profile_2019_Final.pdf
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Severe Contingency Solver for Electric Power Transmission Systems (Los Alamos National Lab)

Emergency Power Resources for Critical Facilities

Emergency Power Systems for Critical Facilities (FEMA)
Emergency Power Facility Assessment Tool (U.S. Army Corps of Engineers)

FEMA’s Ready Business Toolkits

Business Emergency Preparedness Social Media Toolkit (FEMA)
Earthquake “QuakeSmart” Toolkit (FEMA)

Inland Flooding Toolkit (FEMA)

Power Outage Toolkit (FEMA)

Severe Wind/Tornado Toolkit (FEMA)

Microgrid and DER Resources

National Laboratory Microgrid Planning Tools

GridLAB-D (Pacific Northwest National Laboratory)

Re-Opt: Renewable Energy Integration & Optimization Tool (NREL)
Microgrid Design Toolkit (Sandia National Laboratory)

Additional Microgrid Resources (Grid Modernization Laboratory Consortium)

I[EEE Standards

IEEE 1547-2018 Standard for Interconnection and Interoperability of DERs (IEEE)
IEEE 2030.7-2017 Standard for the Specification of Microgrid Controllers (IEEE)

Other

The Value of Resilience for DERs: An Overview of Current Analytical Practices (NARUC)
Stochastic Optimization of Microgrids with Renewable and Storage Energy Systems (IEEE)

Cybersecurity Resources

Cybersecurity Tools and Information Sharing

National Cyber Alert System (U.S. Department of Homeland Security)
Electricity-Information Sharing and Analysis Center (NERC)
Cybersecurity Capability Maturity Model (U.S. Department of Energy)
Cyber Resilience Review (U.S. Department of Homeland Security)
Cyber Security Evaluation Tool (U.S. Department of Homeland Security)
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https://www.lanl.gov/discover/news-stories-archive/2019/March/0326-natural-disaster-technology.php
https://www.fema.gov/media-library/assets/documents/101996
https://www.usace.army.mil/Portals/2/docs/Emergency%20Ops/National%20Response%20Framework/power/EPFAT_Fact_Sheet_21_April_2015.pdf
https://www.ready.gov/business-toolkit
https://www.fema.gov/media-library/assets/documents/152385
https://www.fema.gov/media-library/assets/documents/152383
https://www.fema.gov/media-library/assets/documents/152387
https://www.fema.gov/media-library/assets/documents/152389
https://www.gridlabd.org/
https://reopt.nrel.gov/tool
https://energy.sandia.gov/energy/ssrei/gridmod/advanced-microgrids/
https://gridmod.labworks.org/resources
https://standards.ieee.org/standard/1547-2018.html
https://standards.ieee.org/standard/2030_7-2017.html
https://pubs.naruc.org/pub/531AD059-9CC0-BAF6-127B-99BCB5F02198
https://ieeexplore.ieee.org/document/7555486
http://www.us-cert.gov/
http://www.eisac.com/
https://www.energy.gov/ceser/activities/cybersecurity-critical-energy-infrastructure/energy-sector-cybersecurity-0
https://www.us-cert.gov/ccubedvp/self-service-crr
https://ics-cert.us-cert.gov/Assessments
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Cybersecurity Standards and Guidelines

Critical Infrastructure Protection Standards (NERC)

Risk Management Process Guidelines (U.S. Department of Energy)

Energy Sector Cybersecurity: Framework Implementation Guidance (U.S. Dept. of Energy)
Guidelines for Smart Grid Cybersecurity (National Institute of Standards and Technology)

Federal Funding Resources

U.S. Department of Energy
Funding & Financing

Federal Emergency Management Administration
Disaster Recovery Reform Act of 2018 (DRRA)

Pre-Disaster

Pre-Disaster Mitigation (PDM)

Flood Mitigation Assistance (FMA)

Regional Catastrophic Preparedness Grant Program (RCPGP)
National Earthquake Hazard Reduction Program (NEHRP)
National Tsunami Hazard Mitigation Program (NTHMP)
NIMS and ICS All-Hazard Training Program

Post-Disaster

Hazard Mitigation Grant Program (HMGP)

Public Assistance Grant Program (PAGP)

Fire Management Assistance Grant Program (FMAGP)

Other Federal Agencies

Coastal Resilience Grants Program (National Oceanic and Atmospheric Administration)
Planning Program and Local Technical Assistance Program (Department of Commerce)
Investments for Public Works and Economic Development Facilities (Department of Commerce)
Economic Adjustment Assistance Program (Department of Commerce)

Electric Infrastructure Loan & Loan Guarantee Program (USDA)

Energy Efficiency and Conservation Loan Program (USDA)

Energy Resource Conservation (USDA)

Distributed Generation Energy Project Financing (USDA)

June 2019

41


https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
https://www.energy.gov/sites/prod/files/Cybersecurity%20Risk%20Management%20Process%20Guideline%20-%20Final%20-%20May%202012.pdf
https://www.energy.gov/sites/prod/files/2015/01/f19/Energy%20Sector%20Cybersecurity%20Framework%20Implementation%20Guidance_FINAL_01-05-15.pdf
https://www.nist.gov/publications/guidelines-smart-grid-cybersecurity
https://www.energy.gov/energy-economy/funding-financing
https://www.fema.gov/disaster-recovery-reform-act-2018
https://www.fema.gov/pre-disaster-mitigation-grant-program
https://www.fema.gov/flood-mitigation-assistance-grant-program
https://www.fema.gov/regional-catastrophic-preparedness-grant-program
https://www.fema.gov/national-earthquake-hazards-reduction-program
https://www.fema.gov/media-library-data/20130726-1535-20490-3777/nationaltsunamihazardmitigation_2012.pdf
https://training.fema.gov/nims/
https://www.fema.gov/hazard-mitigation-grant-program
https://www.fema.gov/public-assistance-local-state-tribal-and-non-profit
https://www.fema.gov/fire-management-assistance-grant-program
https://www.fisheries.noaa.gov/grant/noaa-coastal-resilience-grants
https://www.eda.gov/funding-opportunities/
https://www.eda.gov/funding-opportunities/
https://www.eda.gov/funding-opportunities/
https://www.rd.usda.gov/programs-services/electric-infrastructure-loan-loan-guarantee-program
https://www.rd.usda.gov/programs-services/energy-efficiency-and-conservation-loan-program
https://www.rd.usda.gov/programs-services/energy-resource-conservation
https://www.rd.usda.gov/programs-services/distributed-generation-energy-project-financing

