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APPENDIX C

IT APPLICATION CONTROL OBJECTIVES FOR FINANCIAL REPORTING

	1. Data Processed Are Properly Authorized

	a. All Financial Application Users are Appropriately Identified and Authenticated
· Are passwords and personal user ID’s required?  Are passwords required to be changed at regular intervals?  Are users notified that passwords will expire soon?
· Do sign-on mechanisms limit the number of unsuccessful sign-on attempts?

· Do sign-on mechanisms advise users of the date/time of their last successful sign-on?

· Do sign-on mechanisms display and validate sign-on information only after it has all been entered?

· Are “nonrepudiation” controls in place that prevent senders and receivers of information from denying that they sent or received the information?
· Is the agency exploring emerging technologies such as digital certificates or smart cards?


	b. Access to Financial Application and Related Data Files is Restricted
· Is a logical access control system in place that restricts access to the application and data to authorized users based on the users’ individual roles?
· Are system administrators subject to strong authentication controls?
· Are access rights authorized by the application “owner”?

· Are access rights revoked promptly when the user in no longer entitled to them?
· Have firewalls been established to protect the application and data from unauthorized use?
· Do terminals automatically disconnect from the system when not used after a specified period of time?
· Is the computer equipment located in physically secure locations?

· Is manual intervention minimized by designing automated processes?

· Is information about the internal workings of the financial application (e.g., application responses or error messages) prevented from being disclosed?
· Do access logs include sufficient information to provide a satisfactory audit trail (including users’ identities and locations, dates/times of access, and particular files or system utilities accessed) which is reviewed periodically to identify dubious activity and determine responsibility for particular events?

· Are access logs retained for the specified period needed to comply with legal and regulatory requirements?


	c. All Data Are Authorized Before Entering the Financial Application
· Is critical input information tested against predefined criteria?  Are exceptions reviewed by an individual with proper authority to approve them?
· Is paper-based information reviewed and approved prior to input?


	2. Data Processed Are Complete

	a. All Authorized Data is Entered and Processed by the Application.
· Are transactions numbered prior to entry?  Is the sequence checked periodically?

· Are control totals, hash totals, and record counts used to ensure that all data are processed?
· Is transaction data matched with the data in a master or suspense file?  Are unmatched items from both the transaction data and master or suspense file reported for investigation?
· Is the completeness (and accuracy and validity) of processed information confirmed by an independent means, such as comparing to bank statements, customer/supplier records, or physical stock?


	3. Data Processed Are Accurate

	a. Data Entry Design Features
· Are data entry screens preformatted?

· Is the data input process menu-driven?
· Is information input electronically?


	b. Data Validation and Editing
· Are automated validation and edit checks (such as check digits, limit tests, reasonableness checks) included in the application design?


	c. Erroneous Data
· Are suspense files used to capture and control errors?

· Are the suspense files reviewed regularly and errors appropriately resolved?

· Are error and exception reports built into the application?

· Are key fields or files write-protected, so that information cannot be accidentally overwritten?
· Are plausibility checks performed to ensure output is reasonable?


	4. Confidential Information Is Protected

	a. Access to Financial Application Output is Restricted
· Is access to confidential information limited to authorized individuals consistent with the entity’s confidentiality policies?

· Are data encryption technologies used to protect the transmission of user authentication, verification, and confidential information?


	5. Change Management Controls Are in Place

	a. Change Management Process

· Is there a change management process in place that is documented?
· Are change requests documented?  Are possible impacts evaluated in terms of risk?  Are changes approved by the application “owner”?
· Prior to going live are changes tested and reviewed to ensure they do not contain malicious code or a virus that would compromise security controls?
· Are back-out positions established so that changes can be backed out if they fail?

· Once changes have been made, are there arrangements to ensure that version control is maintained, a record is maintained showing what was changed, when and by whom, and the details of the changes are communicated to relevant individuals?
· Are checks performed on a regular basis to confirm that only approved changes have been made (by using code comparison programs or checking “before and after” contents of key records, such as customer master files)?



	6. Incident Management Controls Are In Place

	a. Incident Management Process

· Does an incident management process exist that is documented and covers reporting, investigating and resolving incidents (including malicious attacks, abuse/misuse of financial systems by staff, loss of power/communications services and errors by users or computer staff)?

· Are incidents reported to a single point of contact, such as a help desk, documented and prioritized?

· Does the resolution of incidents include investigating root causes, planning corrective actions, and performing a review to ensure that the security of the financial application has not been affected?

· Are patterns of incidents reviewed to identify potential security breaches and to minimize the chances of disrupting other applications?


	7. Business Continuity Plan Is Documented And Tested

	a. Business Continuity Planning
· Is the financial application supported by a documented business continuity plan?

· Does the business continuity plan specify recovery tasks to be carried out, responsibilities of specified individuals, and arrangements for safe storage of plans and their retrieval in emergencies?
· Does the business continuity plan address the prolonged unavailability of key business information and backup files; computer or network equipment; key personnel; power, communications and other vital services; access to buildings and facilities? 
b. Business Continuity Testing

· Have steps been taken to ensure business continuity arrangements will work within critical timeframes by testing alternative processing arrangements and carrying out realistic simulations?


	8. Essential Information/Software Used By Financial Applications Are Backed Up

	a. Backup Procedures

· Are backups performed on a regular basis according to a defined cycle?
· Are backups performed using a back-up management package?
· Are backups verified to ensure that back-up versions can be restored successfully?

· Are backups protected from loss, damage and unauthorized access?


	9. Business Requirements for Service Providers are Defined 

	a. Service Agreements

· Are documented service agreements used to define the computer and network services required to support the financial application?

· Does the service agreement specify the roles and responsibilities of the service provider and the financial application “owner”?
· Does the service agreement specify capacity requirements, such as normal and peak loads, response times, and maximum permissible down-time?
· Does the service agreement specify security controls, including:
i. Access restrictions

ii. Authentication methods

iii. A change management process

iv. An incident management process

v. Continuity of services arrangements

vi. Segregation of duties?
· Is independent confirmation of the operation of the service provider’s security controls obtained?

· Is the achievement of service targets periodically reviewed?



	10. Financial Applications Are Subject to Security Audits

	a. Independent and Regular Security Audits
· Is the financial application subject to independent and regular security audits/reviews that assess the status of information security in all key areas, including application management, the user environment, system management and special areas (e.g., third party access, cryptographic key management)?
· Is security audit activity controlled by restricting, monitoring and logging the activities of the audit team?

· Are the recommendations resulting from security audits reviewed with the financial application owner and reported to top management?


	11. Third Party Connections Are Subject to Additional Controls

	a. Third Party Access Arrangements

· Are third party access arrangements subject to risk assessment, approved by the financial application “owner,” and agreed by both parties in a documented agreement?

· Do risk assessments of third party access arrangements take the following conditions into account?
i. Criticality and sensitivity of information and systems to be accessed

ii. Status of the third party (well established versus new, relatively unknown)
iii. Type of business process to be performed by third parties (e.g., information retrieval, order submission, funds transfer or remote maintenance)
iv. Technical aspects of connection

v. Vulnerabilities in third party networks, applications or operating systems

vi. Restrictions imposed by legal or regulatory requirements

vii. Lack of control over the staff and system components employed by third parties

viii. Obligations to third parties to provide reliable service and timely, accurate information
· Do third party agreements include the following?
i. Timeframes for completion of transactions and arrangements for ensuring that transactions cannot be repudiated (e.g., by using “digital signatures”)

ii. Agreed security controls (e.g., access mechanisms, virus protection and back-up)
iii. Arrangements for managing changes and incidents

iv. The right to audit security arrangements within the third party

v. Non-disclosure of information

vi. A requirement to return or destroy information or software at an agreed point

vii. The respective liabilities of the parties to the agreement

viii. Protection of intellectual property rights

ix. The right to monitor and revoke user activity


	12. Cryptographic Keys Are Tightly Managed

	a. Standards, Procedures and Responsibilities
· Are cryptographic keys managed in accordance with documented standards and procedures?

· Do the standards and procedures cover:
i. Selection of sufficient lengths of cryptographic keys

ii. Secure distribution, storage and periodic updating

iii. Revocation of cryptographic keys when a recipient changes job

iv. Recovery of cryptographic keys that are lost, corrupted or expired

v. Management of cryptographic keys that have been compromised

vi. Archival of cryptographic keys and maintenance of cryptographic key history

vii. Defined activation/de-activation dates?
· Have responsibilities for protecting cryptographic keys against unauthorized access or destruction been clearly assigned?


	13. Public Key Infrastructure (PKI) Used by the Financial Application is Protected

	a. Standards, Procedures and Responsibilities
· Are documented standards/procedures established, which define
i. The process required to manage cryptographic keys/digital certificates within the PKI

ii. Methods required to operate the PKI

iii. Actions to be taken in the event of a compromise?
· Are PKI users fully aware of the purpose and function of PKI, their responsibility to protect private keys, and how to use the “digital signatures”?
b. Certification Authority

· Has an internal Certification Authority (people, processes and tools) been established to create, issue and manage the public key certificates that are used within a PKI?

· Is the Certification Authority protected by strong access control mechanisms and strong authentication?
· Has the Certification Authority been protected by “hardening” underlying operating systems?

c. Disaster Recovery

· Has a contingency plan been developed for the financial application supported by the PKI that includes methods of recovering the PKI in the event of a disaster?


	14. Web-Enabled Applications Are Supported by Specialized Technical Controls

	a. Accreditation

· Have business practices and privacy policies applicable to the web sites associated with the financial application been independently accredited (for example, by Web Trust or TRUSTe)?

b. Web Servers and Connections Between Web Servers and Back-Office Systems

· Are the web servers that support the financial application

i. Located in an area that is isolated from the Internet and internal networks by firewalls

ii. Run on one or more dedicated computers

iii. Run with “least privileges,” meaning that high-level privileges are excluded, such as “Administrator” for Windows NT systems or “Root” for UNIX systems.

iv. Prevented from initiating network connection to the internet

v. Configured so that scripts can only be run from specified locations?
· Is the connection between web servers and back-office systems

i. Protected by firewalls

ii. Restricted to those services that are required by the application

iii. Restricted to code generated by web server applications, rather than by client applications

iv. Based on documented application programming interfaces (AIPs)

v. Supported by mutual authentication?
· Are user accounts on back-office systems used by web servers to make connections run with “least privilege”?

c. Validation/Encryption of Information and Transaction Processing
· Is information used by the application protected against corruption or disclosure by

i. Performing input validation at the server, rather than just on the client application

ii. Encrypting sensitive data in transit (e.g., by using SSL or HTTPS)?
· Are transaction processing monitors used to manage the execution, distribution and synchronization of transactions?


� Sources used for the contents of this appendix:





IT Control Objectives for Sarbanes-Oxley, Information Systems Audit and Control Association (ISACA) and IT Governance Institute (ITGI), Rolling Meadows, IL, 2004, � HYPERLINK "http://www.isaca.org" ��http://www.isaca.org�





The Standard of Good Practice for Information Security, Information Security Forum (ISF), 2004, � HYPERLINK "http://www.isfsecuritystandard.com" ��http://www.isfsecuritystandard.com�
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