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IT GENERAL CONTROL OBJECTIVES FOR FINANCIAL REPORTING

	1. Financial Systems Are Aligned With IT And Business Strategies

	a. Alignment of Financial Systems with IT Strategy and Initiatives

· What is the agency’s IT and information systems strategy with respect to financial systems?  Does this strategy align with statewide strategies and directives?

· What specific IT policies exist, both at the agency level and statewide?  What specific federal and state laws, regulations or other pronouncements may apply?  Who is responsible for compliance?  To visit the website for the Office of the State CIO, click on the following link: http://www.das.state.or.us/DAS/IRMD/CIO/pol_index.shtml


	b. Organization of the Agency IT Function

How is the agency IT function organized?

· Is the IT function centralized or decentralized?  Who is responsible for financial systems?

· Who is head of the IT organization and to whom does he/she report?

· Have there been any significant personnel changes during the year that might affect the amount or quality of support for financial systems?

· Does the support of financial systems involve external parties, such as outsourcing, vendors or consultants?

Project Management

· Does the IT function have a uniform project management model that is followed for all projects, including acquisition of financial system applications?

· Do significant projects require a business benefit assessment?

· Are the projects formally controlled against both budgets and quality?

· What measures for quality exist?

· Are there significant financial systems activities outside the IT function?


	c. Effective Use of Technology
· Does the agency have a strategy to update technology, including financial systems, when needed?

· Does the network and communication structure meet the agency’s needs with respect to financial systems?



	d. Staffing Levels

· Is the number of IT staff and their skill level in line with the agency’s financial systems requirements?

· How much of the financial systems are owned and maintained by the users?  Do they have the appropriate knowledge to exercise their ownership?

· How great is the reliance on key IT staff members or key users?


	e. Alignment of Financial Systems to Business Strategies and Objectives

· Does the financial system meet the needs of agency management?  How accurate and useful is the financial systems information for the agency?
· How old are the financial systems?  Will they need upgrades or replacements in the near future?  How much does it cost for maintenance, staff, and support to keep the financial applications going on a day-to-day basis?

· How much does the agency rely on suppliers to perform maintenance?

· Who is responsible for financial applications?  Do these people have sufficient knowledge?

· How is the financial information stored and retrieved?  Does the financial system provide for a proper audit trail?

· What financial business information demands are not covered by the existing system?  What is being done to meet the unfulfilled demands?

· Are there back up/recovery procedures and contingency plans to ensure that critical financial processing is maintained and that financial data is safeguarded in times of disaster or emergencies?



	2. Significant Changes/Known Problems With Financial Systems Are Documented


	a. Financial Systems Changes

· What new financial systems have been implemented?  How significant are the new systems to the agency’s business?  (For example, are key business processes to be performed electronically over the internet?)  Is maintenance to be performed internally or by suppliers?

· How well did the implementation go?  Is there documentation of the problems and how they were resolved?  Were there any problems with data conversion?
· Have there been changes to existing financial systems?  Are they significant?  Have there been any significant upgrades to the system software?  Have there been significant changes to the network?  Were any problems encountered?  Is there documentation of how the problems were handled?
· Have there been changes to the automated controls within the financial system?

· Has there been a migration to a new environment?  Web-based, for example?

· Was the internal audit function involved in the changes?  Were any pre- or post-implementation reviews performed?

	b. Known Problems in Financial Systems

· Have significant problems of deficiencies in the functionality of financial systems been identified?  If so, are work-around procedures in place and have they been documented?

· Have there been significant operational failures, security incidents or data corruption?  How were these situations handled?  Have reports been issued by internal audit or other IT personnel?



	3. Development/Implementation Controls Are Clearly Defined And Documented

	a. Overall Control Activities

· Does the agency have a formal system development life cycle (SDLC) methodology that must be followed?

· Has a detailed project plan been developed which has?
i. Clearly defined goals and tasks

ii. Timelines and milestones

iii. Sponsor approval for each milestones

iv. Projected roles, responsibilities and resources?
· Are project status reports to management required on an ongoing basis that include:

i. Assessments of quality assurance review

ii. Actual completion of tasks against plan
iii. Actual delivery dates against milestones and deadlines

iv. Actual project costs against budgets?


	b. Only Appropriate Financial Systems Projects are Undertaken

· Does the financial systems project have a clear business objective with well-defined scope and boundaries?

· Has a cost-benefit analysis been done?  Are the benefits specific and quantifiable or are they vague?  (See DAS Statewide Policy 107-004-030, Statewide IT Policy 1.0, and OAM 10.65.00 concerning feasibility studies.)

· Does the project have a clear sponsor/owner from senior management?

· Does the project team have sufficient relevant business and technical expertise to complete the project?


	c. Analysis and Design Control Activities

· Are the business specifications clearly defined in sufficient detail?  Does the project team understand them?

· Are technical specifications clearly defined?  Do they include requirements for system functionality, capacity and performance, security design and processing controls?

· Do technical specifications include requirements associated with interfaces to statewide financial systems?

· Have appropriate application controls such as robust edits and validations, exception reporting and control totals been included in the design?

· Is process and data modeling performed?

· Is data conversion necessary?

· How are changes to the original design approved and controlled?



	d. Control Activities Over Internal Development and Package Selection for New Applications
· Does internal development or the package selected for new financial applications employ standard coding methodologies?

· What controls or tools are utilized to ensure that all dependencies between integrated applications are identified and considered?
· For purchased financial systems software packages, is the package selected widely used and does the vendor have a reputation for providing robust support services?

· For purchased financial systems software packages is customization required?  How is this controlled?


	e. Testing and Quality Assurance Control Activities

· To what extent are separate environments maintained for development, testing and production?

· Are users involved in the testing?  Is user management required to authorize acceptance of the system?

· What controls are in place to prevent or detect unauthorized changes to code after testing is complete but before going live?  What ensures that configuration options and parameters set meet the business objectives and control requirements?


	f. Data Conversion Control Activities 

· What procedures ensure that the mapping of data fields from the legacy system to the target system is correct?

· What ensures the quality of the converted data in terms of:

i. Accuracy

ii. Integrity

iii. Consistency

iv. Completeness

v. Accessibility
vi. Existence

· What ensures that critical system interfaces are modified to accept the new data model?



	g. Control Activities Over Going Live

· Is approval from the project sponsor/owner and IT management required for authorizing the go-live decision?  Is this authorization formal?

· Are quality assurance reviews required as part of the go-live decision making process?

· Does the agency have a go-live checklist?

· How does the agency ensure that only the properly tested, reviewed and approved version of the system is transferred to the live environment?

· Does the agency have a process to communicate the specifics of the go-live process?

· Have individuals from both the financial organization and IT been designated to support the new system during the go-live period.

· Is a post-implementation review planned?



	h. Documentation and Training Control Activities

· Are there policies to ensure that both user and technical documentation is developed for all new financial systems and is this documentation available at time of implementation?

· To what extent have users and computer operators received adequate training on the new financial system?  Is there a formal training program to facilitate training?




	4. Change Management Controls Are Clearly Defined and Documented

	a. Management of Change Activities

· Has management established a process with documented policies and procedures for managing changes to financial systems? 

· How does management monitor progress and ensure that approved changes are implemented on a timely basis?
· Does IT management use reports/statistics to review the operational quality of the financial systems?

· How does IT accomplish the installation of infrastructure-related patches for hardware and software?  Are subcontractors utilized?



	b. Control Activities Over Approval and Tracking of Change Requests

· Are all requests for changes to existing financial systems captured and managed centrally?  Are there controls in place to log all requests and track them?

· Who approves and prioritizes the change requests?  How is approval and prioritization recorded?

· Does the order in which changes are implemented reflect the priorities assigned to them?

· Are developers in close contact with users?  To what extent are there adequate procedures in place to ensure that developers understand the users’ requirements before making program changes to financial applications?



	c. Control Activities Over Construction of System Changes
· Are programmers following standard coding methodologies?

· What controls are in place to ensure the source code used is the most recent version and modifications by more than one programmer are coordinated?

· What controls or tools are utilized to ensure that all dependencies between integrated applications are identified and considered? 

· How do programmers ensure that a standard configuration is used across all maintenance efforts?




	d. Testing and Quality Assurance Control Activities Related to System Changes
· To what extent are separate environments maintained for development, testing and production?

· Are users involved in the testing?  Is user management required to authorize acceptance of the system?

· What controls are in place to prevent or detect unauthorized changes to code after testing is complete but before going live?  What ensures that configuration options and parameters set meet the business objectives and control requirements?



	e. Control Activities Over Going Live with System Changes
· How are scheduled and non-emergency changes migrated into the production environment?

· How are emergency changes migrated into the production environment?  What is the process by which users authorize the emergency changes?

· To what extent do developers have “write” access to the production environment and is this access logged?

· What processes and controls ensure that current production libraries/directories are updated with the correct version of the program?
· What processes and controls ensure that changes do not compromise security controls (e.g., checking software to ensure it does not contain malicious code, such as a “Trojan Horse” or a virus)?
· What procedures exist to ensure that all changes have adequate back-out procedures defined with management approved escalation lists?



	f. Documentation and Training Control Activities Related to System Changes
· Are there procedures to update user documentation/procedures for changes to financial systems?

· Are there procedures to update technical documentation/procedures for changes to financial systems?

· To what extent have the users and computer operators received adequate training concerning the newly implemented changes? 




	5. Security Control Activities Are Clearly Defined and Communicated

	a. Security Organization and Management

· Has management considered the appropriate segregation of duties among personnel involved in the IT security function?  Have roles and responsibilities been clearly defined and communicated

· Is the financial system’s business owner management appropriately included in the design of the IT security function from a data ownership perspective?



	b. Security Policies and Procedures

· Has management published a complete set of policies and procedures that support the information integrity objectives of the agency?

· Does management have a controlled process in place to update the security policy and procedure documentation on a periodic basis?

· Has management established a process to ensure that IT and business users receive education and training regarding security policies and procedures, as well as their specific security responsibilities, on a periodic basis?


	c. Security Over Financial Applications

· Is a formal documented security administration process in place to ensure that all application access, including access to financial applications, is approved?

· Does the security administration process require business unit management approval of all access to financial applications and financial data “owned” by that business unit?

· Does the centralized security administration function facilitate periodic reviews of user access by business unit management to ensure that access remains commensurate with job responsibilities over time?



	d. Security over Financial Data

· Has management implemented a formal process for changing financial data access settings (i.e., data file permissions) in a controlled manner?

· Has management implemented a formal security administration process for granting, changing and removing direct access to financial data in a controlled manner?

· Does management periodically review direct financial data access (i.e., Database Administrator access) to ensure that the access remains commensurate with job responsibilities?

· If direct financial data access is controlled using special system utilities, is the use of such utilities documented, logged and reviewed on a regular basis?

· Are appropriate monitoring and audit trail controls designed to allow management to monitor the data environment for potential unauthorized activity?

· Does management periodically review monitoring reports to identify potential unauthorized activity?  What actions are taken when potential unauthorized activity is identified?
· Has management complied with federal and state laws, regulations and rules regarding the privacy and confidentiality of financial data collected from customers, vendors, employees?


	e. Physical Security Over Financial Systems

· How is physical access to agency buildings/sites restricted (consider any location where computer facilities are located; also any locations connected to those facilities via the agency’s internal networks)?

· How is physical access to data centers restricted?

· How is physical access to remote data centers/server rooms restricted?

· How is physical access to wiring closets and other sensitive physical network locations/components restricted?

· How is physical access to removable storage media (e.g., tapes, optical discs, etc.) restricted?

· How well secured is sensitive financial system documentation?




� Sources used for the contents of this appendix:





IT Control Objectives for Sarbanes-Oxley, Information Systems Audit and Control Association (ISACA) and IT Governance Institute (ITGI), Rolling Meadows, IL, 2004, � HYPERLINK "http://www.isaca.org" ��http://www.isaca.org�





The Standard of Good Practice for Information Security, Information Security Forum (ISF), 2004, � HYPERLINK "http://www.isfsecuritystandard.com" ��http://www.isfsecuritystandard.com�
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