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Appendix A

APPENDIX A
LEVELS OF SYSTEM ACCESS AND POTENTIAL RISKS
	System Access
	Action Allowed
	Potential Risk

	Create transactions
	The user records data and documents the transaction.
	The data created is:

· Misleading

· Fraudulent

· Used for unintended purposes.

	Data inquiry
	The user is given access to “view” data only.
	The data is disclosed to unauthorized individuals.

	Modify transactions
	The user changes existing data.
	The integrity of the data is compromised, thereby affecting the reliability of the data for its intended purpose.

	Delete transactions
	The user temporarily or permanently destroys data.


	The data is not available to the system owner and other authorized users.
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