	Description of Control
	
	
	
	N/A
	Comments
	Responsible Individual



	Progress Status
              Successfully meets standard.

              Does not meet standard, but making satisfactory progress towards attainment.
              Does not meet standard; underlying issues have not been addressed.
	Internal Controls over Financial Reporting

Self-Assessment Tool

Revenue/Cash Receipts/Accts Receivable
	Period Ending:_____________________

Manager’s Signature / Date

	Control Objectives
	Resources

	1. Transactions are valid and documented.

2. All valid transactions are recorded; none are omitted.

3. Transactions are authorized according to agency policy.

4. Transaction documentation is accurately prepared.
5. Transactions are properly classified.

6. Transaction accounting and posting is complete and proper.

7. Transactions are recorded in the proper fiscal period.
8. The risk of fraud or legal noncompliance is considered.
	OAM 10.20.00 – Cash

OAM 10.30.00 – Revenues
OAM 10.35.00 – Credit Card Acceptance for Payment

OAM 10.60.00 – Information Technology Systems

OAM 15.35.00 – Revenues and Receivables

OAM Chapter 35 – Accounts Receivable Management

http://oregon.gov/DAS/SCD/SARS/oam_toc.shtml
Debt collection and e-commerce statewide resources
http://oregon.gov/DAS/SCD/SRS/index.shtml

	Order Processing/Shipping

	1. Order entry data is transferred completely, accurately and promptly to the shipping and invoicing activities.
	
	
	
	N/A
	Comments
	Responsible Individual

	2. 
	
	
	
	
	
	

	3. Inventory is released for shipping/delivery only upon the authorization of the customer order.
	
	
	
	
	
	

	4. Shipped orders are transferred promptly for invoicing.
	
	
	
	
	
	

	5. Period-end procedures exist and are followed to ensure proper cutoff of shipping activity and that sales are recorded in the appropriate period.
	
	
	
	
	
	

	6. Shipping documents are pre-numbered; the sequence is checked for missing documents.
	
	
	
	
	
	

	7. The shipping function is properly segregated from the invoicing and accounts receivable functions.
	
	
	
	
	
	

	Invoicing

	8. All goods shipped/services provided/penalties levied during the period are invoiced.
	
	
	
	
	
	

	9. All invoices issued relate to valid shipments, levies or services provided.
	
	
	
	
	
	

	10. All invoices issued are recorded; invoices are pre-numbered and the sequence is checked for missing documents.
	
	
	
	
	
	

	11. Invoices issued are recorded as revenue and accounts receivable when not paid at time of delivery.
	
	
	
	
	
	

	12. Invoices are recorded in the appropriate period.
	
	
	
	
	
	

	13. Undeliverable invoices are returned to the program unit; customer questions and complaints are directed to the program unit.
	
	
	
	
	
	

	14. Processes are in place to ensure that invoices are accurately calculated.
	
	
	
	
	
	

	15. Once posted to accounts receivable, invoiced amounts can be adjusted only through a properly authorized credit memo or other adjustment transaction.
	
	
	
	
	
	

	16. A process has been established to ensure that all credit adjustments are valid, properly calculated and recorded.
	
	
	
	
	
	

	Revenue Analysis

	17. Periodically, the no. of licenses/permits issued or the no. of products sold per the physical inventory count is compared to recorded sales to ensure all sales have been recorded.
	
	
	
	
	
	

	18. Other revenues types are compared to prior year data and multi-year trends.
	
	
	
	
	
	

	Cash Receipts

	19. Responsibilities for collecting cash receipts are adequately segregated from those for recording and depositing cash receipts and posting general ledger entries.
	
	
	
	
	
	

	20. Employees with responsibilities for collecting cash receipts are not allowed to process cash disbursements, post detail accounts receivable or reconcile bank statements.
	
	
	
	
	
	

	21. Processing of cash receipts is centralized to the extent possible.
	
	
	
	
	
	

	22. Control over cash receipts is established as quickly as possible; checks are restrictively endorsed upon receipt and are secured in a cash drawer or safe.
	
	
	
	
	
	

	23. Over-the-counter cash receipts are independently balanced to cash register tapes or pre-numbered cash receipts book; cash registers are placed so customers can observe amounts as recorded.
	
	
	
	
	
	

	24. Remittances received through the mail are opened in a secure area (ideally by two or more employees) that is restricted to authorized personnel and is locked when not occupied.
	
	
	
	
	
	

	25. Mailed receipts are manually logged or immediately scanned into the cashiering system.
	
	
	
	
	
	

	26. The mail room log, cash register tape, pre-numbered receipts or other record is compared to the deposit slip by someone other than the cashier; a duplicate copy of the deposit slip is maintained.
	
	
	
	
	
	


	27. Cash variances are accounted for by employee and, if material or a pattern is visible, investigated and documented. (ORS 297.120 requires any cash shortages suspected to be from employee dishonesty to be promptly reported in writing to the Secretary of State, Audits Division.)
	
	
	
	
	
	

	28. Daily cash receipts are deposited intact even if proper disposition is unknown.
	
	
	
	
	
	

	29. Daily cash receipts are deposited within one business day unless exception granted by Secretary of State, Audits Division under ORS 293.265. (A copy of the documentation must also be filed with the Oregon State Treasury Finance Division.) Receipts are physically secured until deposited.  See OAM 10.20.00.
	
	
	
	
	
	

	30. Cash receipts are recorded in the period in which they are received.
	
	
	
	
	
	

	31. Unknown cash receipts are credited to a clearing account; clearing account items are investigated and resolved promptly.
	
	
	
	
	
	

	Accounts Receivable

	32. Accounts receivable (A/R) subsidiary records are maintained by employees who have no access to cash.
	
	
	
	
	
	

	33. The A/R unit reconciles aggregate collections on accounts receivable against daily postings to individual receivable accounts.
	
	
	
	
	
	

	34. Unapplied customer payments credited to a clearing account are resolved promptly and posted to appropriate A/R detail records.
	
	
	
	
	
	

	35. The A/R aging report is reviewed monthly for past due accounts and unusual items.
	
	
	
	
	
	


	36. Periodically, the aging report is independently reviewed by the Financial Services manager and the Program unit.
	
	
	
	
	
	

	37. All non-cash credits processed by the A/R unit are initiated by the Program unit and approved by the Financial Services manager prior to processing.
	
	
	
	
	
	


	Debt Collection

	38. Formal policies and procedures governing collection activities have been developed that reflect the agency’s specific statutory authority (e.g., authority related to interest, penalties, late fees, or warrant and garnishment authority).
	
	
	
	
	
	

	39. Cost of collection information has been developed and is used to determine the appropriate collection method to apply to each type of delinquent account.
	
	
	
	
	
	

	40. Debtors with high probability of collection are contacted by telephone early in collection process.
	
	
	
	
	
	

	41. The agency monitors the activity of private collection firms to identify debtor cases that have received no collection activity.
	
	
	
	
	
	

	42. The agency meets the annual deadline for reporting liquidated and delinquent accounts to the Legislative Fiscal Office (LFO) under ORS 293.229.
	
	
	
	
	
	

	E-Commerce

	43. Agency meets annual deadline to complete the Payment Card Industry (PCI) self-assessment questionnaire.
	
	
	
	
	
	

	44. Agency passes the quarterly PCI external vulnerability network scans.
	
	
	
	
	
	

	45. Agency performs quarterly security review of SPA users and makes appropriate changes to ensure that system access rights are properly aligned with SPA users’ roles and responsibilities.
	
	
	
	
	
	

	46. Online transaction detail is reconciled to transaction summaries posted to agency financial systems and/or R*STARS.
	
	
	
	
	
	


	47. Online sales transaction detail is reconciled to inventory management system on a daily/monthly/quarterly basis.
	
	
	
	
	
	

	48. Credit card sales revenue is not recognized for financial statement purposes until customer orders have been shipped.
	
	
	
	
	
	

	49. E-commerce reconciliations are reviewed and approved by appropriate manager/supervisor.
	
	
	
	
	
	

	50. Agencies that have outsourced e-commerce processes to a 3rd party service provider have established a written service level agreement which defines roles and responsibilities and have requested SAS 70 – Type II Service Auditor’s Reports to ensure adequate IT controls and safeguards.
	
	
	
	
	
	

	General Ledger Accounting

	51. Cash receipts journal entries are compared to cash receipts per the cashiering system/deposit slips regularly.
	
	
	
	
	
	

	52. A trial balance of individual accounts receivable is compared to A/R control account monthly.
	
	
	
	
	
	

	53. Bank accounts are reconciled monthly and reviewed by GL accounting unit manager.
	
	
	
	
	
	

	54. Deposit slip detail is compared to the bank statement as part of bank account reconciliation process.
	
	
	
	
	
	

	55. A report of all non-cash credit adjustments posted for the month is reviewed for proper authorization.
	
	
	
	
	
	

	56. Periodically, a listing of accounts receivable with credit balances is reviewed with the program unit to determine appropriateness.
	
	
	
	
	
	

	57. Postings in R*STARS are reconciled to agency subsidiary accounting systems.
	
	
	
	
	
	

	58. Detailed procedures exist for the calculation of the allowance for doubtful accounts as required by GAAP and are consistently applied.
	
	
	
	
	
	

	Systems Controls

	59. Only valid changes are made to the customer master file.
	
	
	
	
	
	

	60. All valid changes to the customer master file are input and processed.
	
	
	
	
	
	

	61. Changes to customer master file are accurate and processed timely.
	
	
	
	
	
	

	62. Access to the customer database is appropriately limited and monitored.
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