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1.  Background

The purpose of the Information Security Program is to protect the Secretary of State’s (the Secretary’s) valuable information assets. Through the assessment of risk to information resources and the selection and application of appropriate safeguards, the Information Security Program promotes the Secretary’s mission by protecting the confidentiality, integrity, and availability of its information assets in support of business objectives, physical and financial resources, reputation, legal position, employees, partners, and other tangible and intangible assets.

The Information Security Officer is responsible for setting the vision and direction of information security within the agency, strategic planning, policy development, risk management, and identification and management of information security initiatives. It includes oversight of security operations from a risk management and policy compliance perspective. 

2.  Information Security Review Board Purpose

The Information Security Review Board (ISRB) is chartered to support the above-stated purpose through collaborative efforts to ensure the confidentiality, integrity, and availability of the Secretary’s information assets. These efforts include, but are not limited to, identification and support of agency strategies, policies, and initiatives that protect and enhance the security of information assets. 
3.  Role and Responsibilities

The ISRB is charged with the following tasks, duties, and responsibilities. This is not intended to be an all-inclusive list, but rather an illustration of the role of the ISRB and its members in support of information security. 

· Oversee development and updating of policies on privacy, security, access, and disclosure.
· Recommend policies to the Secretary or Management Counsel, as appropriate. 
· Endorse and encourage implementation of agency-wide standards and processes to improve information security. 
· Advise the Information Security Officer in resolving concerns and disputes. 
· Be a sounding board regarding privacy and information security issues. 
· Engage the agency community in open discussion of privacy and security concerns for purposes of general education.
· Represent their division on security related issues and serve as a liaison.

4.  Relationship to Other Governing Bodies

The ISRB helps to guide information security for the Secretary. 

· The ISRB represents the agency business units within the Secretary.

· The Management Council represents the executive authority within the Secretary. 


5.  Authority

The ISRB is chartered and sponsored by the Management Council. The ISRB and its members are empowered by the authority of the Secretary through oversight of the Management Council in their efforts to meet the mandates set forth in this charter document. 

6.  Membership

The ISRB will be composed of delegates representing the business units of the Secretary:
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