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The threat of social engineering has increased due to a recent focus on systems security. In other words, hackers may consider it easier to gather information through a few phone calls and complain to the help desk that they can't get in through VPN. The best way to defend against social engineering is a solid security awareness program. It is also a critical component of an information security program.
“The methods that will most effectively minimize the ability of intruders to compromise information security are comprehensive user training and education. Enacting policies and procedures simply won't suffice. Even with oversight the policies and procedures may not be effective: my access to Motorola, Nokia, ATT, Sun depended upon the willingness of people to bypass policies and procedures that were in place for years before I compromised them successfully.”
Kevin Mitnick
Each day we are faced with an increasing number of threats. While hackers and viruses are attacking from the Internet, social engineers or disgruntled employees may be circumventing security from within. A formal security awareness program is required to help address these threats by educating our employees. 

“The Coming Third Wave of Internet Attacks: The first wave of attacks targeted the physical electronics. The second wave - syntactic attacks - targets the network's operating logic. The coming third wave of attacks - semantic attacks - will target data and it's meaning. This includes fake press releases, false rumors, and manipulated databases. The most severe semantic attacks will be against automatic systems, such as intelligent agents, remote-control devices, etc., that rigidly accept input and have limited ability to evaluate. Semantic attacks are much harder to defend against because they target meaning rather than software flaws. They play on security flaws in people, not in systems. Always remember: amateurs hack systems, professionals hack people.
Bruce Schneier
What is Information Security Awareness?

Information security awareness is an important part of any security plan or program. Employees at all levels need to understand that they play a large part in protecting the agency’s information assets. Awareness teaches employees that they are a key piece of the total security environment. Through training and on-going reinforcement, everyone will begin to “Think Security” as a matter of daily practice. Only with full support and cooperation of all employees and management can a successful Information Security Awareness Program be established and maintained.

While training is sometimes one of the first items to feel the budget pinch, it is a requirement of HB3145 (2005) and SB583 (2007) compliance. An awareness program process has two major parts:
1. Awareness briefing (initial rollout)

2. Continuous awareness materials

The purpose of this plan is to provide structure to an awareness program for rollout to all agency staff. It suggests training techniques, materials to produce, and communication correspondence to announce, deliver, and support our awareness program.
Awareness Briefings

All employees should be taught the importance of information security, what the rules are that must be followed, and what to do if there is a violation. Information Security Awareness is critical to any Information Security Program design. 
Information security policy and standards are ineffective if individuals at any level of the agency are unaware of the importance of security policy, do not understand established standards, or fail to perform required practices for any reason. Good security is “a state of mind” that can best be achieved by a program or process that reinforces the concern for protecting our information assets and appropriate actions for doing so on a regular and ongoing basis.
Continuous Awareness Materials

Information security is not a one-time event, nor is it a “volume of rules sitting on the shelf”. Good security practices are not always obvious, intuitive or easily incorporated into established routines. To have maximized effectiveness information security standards must be known, understood, believed to have value, and appropriately and consistently practiced.

A program that offers continuous reinforcement of the agency’s position with regard to handling the many aspects of information security provides the tone and commitment to support greater sensitivity to the potential of an unwanted compromise or loss of information assets.

On-going and positive reinforcement for the necessity for information security policy and standards provides awareness and a “mind set” that encourages the intended practice of established procedures. Without such reinforcement, policies or standards may be perceived as not relevant, necessary, or valuable and may be “followed” but not be practiced in a manner that supports full effectiveness.

The following are ways for us to keep our awareness program alive:
• Refresher classes

• Regular updates to materials

• Top management communications to staff

• Poster reminders

As technology and business needs change, the program will need to be revamped accordingly. Awareness never ends.
An awareness program cannot be conducted in a vacuum. We must ensure that security does not negatively impact productivity. We will need to consider the current security culture and choose our battles. It takes time to make a change. 
What is Our Awareness Program?
An information security awareness program brings Information security awareness to a personal level. Everyone is responsible for the security of the information they use. The purpose of an awareness program is to teach the audience how to incorporate the rules and procedures into their daily operations.
The key is to make security a part of everyone's day without being obnoxious or repetitive. Our awareness program will require creativity and constant care and feeding.
Incorporating the Awareness Program
Information security awareness should be incorporated into the following:

• Initial Information security awareness program rollout

• Continuous awareness refresher courses

• New hire orientation

• New hire package
• Contractor orientation
Security is Everyone’s Business
Our awareness program must begin with the support of senior management. Ideally the Secretary launches the program by sending an e-mail briefly summarizing that security is the responsibility of everyone in the agency. Information security is every employee’s duty. Specific responsibility for information security is NOT solely vested in the Information Systems Division. Information security is multi-divisional and multi-disciplinary in nature.

Information security cannot possibly be adequately addressed by a single division within the agency. Every employee must do their part in order to achieve appropriate levels of information security. After all, information can be found nearly everywhere in the agency and nearly every employee utilizes information in order to do their job. It is only natural that every employee should be specifically charged with responsibility for information security.
Awareness Applies to Everyone
All employees (employees, consultants, contractors, temporaries, etc.) must receive some level of information security awareness and training. This training requirement must be included in all contracts. Workers must be provided with sufficient training and supporting reference materials to allow them to properly protect the agency’s information assets. Management should allocate sufficient on-the-job time for employees to acquaint themselves with the agency’s security rules, procedures, and related ways of doing business.

Security and Performance Reviews
The agency should go one step further and incorporate a question into performance review forms. The question could read something like this: "Does the employee observe information security policies in the course of his/her work?"

This must be supplemented with additional instructions, telling employees exactly what is expected of them.
Mandatory Awareness Training
Information security awareness training must be made mandatory. Every employee must attend an information security awareness class soon after the date of employment. To provide evidence that every employee has attended such a class, each employee must sign a statement that they have attended a class, understood the material presented, and had an opportunity to ask questions.

Signed Agreements
Without confirmation that all new and existing employees are aware of security policy there is no assurance that the desired actions are understood or followed. Failure to follow security policy or practice security standards for any reason reduces the value of such statements to “documents of prosecution” and negates the positive reinforcement and protective intent for which the information policy and standards exist.
The agency should require users to sign a statement that they agree to: 
· Abide by information security policies and procedures. A signature on a form with this statement, and a summary of the policies and procedures, can be required before a user is given a user-ID and a password. 

· Their understanding of the security policy by annually signing a form acknowledging that they agree to subscribe to security policy. The intention is to annually remind employees that they must abide by the agency's security policy. From a legal standpoint, it is desirable to have employees acknowledge in writing that they have read and understand that adherence to these policies is a required part of their job. If they are subsequently terminated due to security policy related problems, there is no doubt that the employee understood what was required of him or her. This agreement therefore reduces the probability of a wrongful termination lawsuit.

· To provide evidence that every employee has attended mandatory information security awareness class, each employee must sign a statement that they have attended a class, understood the material presented, and had an opportunity to ask questions. For existing employees, a modification of this agreement could state they must attend within {6} months of the date when such courses become available.

· Every worker must agree in writing to perform his or her work according to security policy and procedures.

· All employees with access to computer systems must be informed of security policies and procedures and their responsibilities in writing. All new employees will sign a statement acknowledging they have received and read the policy and understand their responsibilities. This should include knowledge of the consequences of violations of security procedures.

· A signed statement indicating awareness, compliance and intent of continued compliance with information security policy and standards will be required upon annual review of each employee.

· Contractors, agents acting on behalf of the state, auditors, and other nonemployees in a position to impact the security or integrity of information assets of the state will be made aware of the appropriate Information Security Policies. These individuals must sign a statement acknowledging they have received and read the policies and understand their responsibilities in addition to signing a Non Discloser Agreement.
What makes up Our Awareness Program?
Our awareness program can be delivered in many ways. Initially, when we rollout our information security awareness program, it is suggested that we offer awareness training in a classroom environment. A classroom environment with a standardized curriculum gives a consistent message to all attendees and encourages interaction and discussion.

Our awareness program should consist of the following:
· Campaign

· Materials

· Training
Awareness Campaign

An awareness campaign is a good way to initially incorporate our information security awareness program. A campaign can “advertise” that the information security awareness program is coming soon and with good promotional items, we can gain employee’s attention, emphasize key points, and even educate them on key security issues.

Campaign Mottoes/ Themes
We will want to start a theme that identifies the information security program or the awareness program itself. “Focused on Security, Committed to Success” dovetails nicely into the ISD mission statement.
Campaign Ideas
· Give small prizes (i.e. free lunch or a coffee cup) for exemplary staff.

· Give “traffic ticket” warnings reflecting rule violations. (i.e. workstations not logged out or locked during a fire drill)

· Adopt an annual Information security awareness day with special educational materials and events.

· Use the “tagline” of “Focused on Security, Committed to Success” as the theme that represents Information security awareness at our agency such as.
Awareness Materials
We need standardized information security awareness program materials. We may need to develop additional training materials, checklists, and such as our agency’s needs change and evolve.

Suggested awareness materials:

· E-mail messages

· Articles in the agency’s newsletter

· Magazines, internet articles for circulation

· Bulletins and alerts

· Posters

· FAQs

· Web announcements

· Handouts

· Quiz (to measure results of the program)

· Giveaways – buttons, pens, certificates, t-shirt’s, mouse pads, pen holders, coffee cups, …
Awareness Training
The best way to educate employees on information security awareness is in a training classroom environment. The curriculum for the class could follow the same information as any security guides that we create or produce.
Training Purpose
To teach the attendees how to recognize security issues, to be involved in the overall security of the agency, and to know what to do if they encounter an incident.

Training Logistics
· Self-teaching or classroom

· Informal, workshop, seminar

· On-the-job training

Other Special Training Topics
There may be additional training classes needed for specialty information security awareness areas. These are areas that require getting deeper into the topic content for certain computer users that have a special need. These specialty classes may be:

· Remote access 
You must complete an approved remote systems access training      course prior to being granted privileges to use dial-up, internet, or any other remote access data communications system.

· Copyright

Training Audience
The training audiences can be very general or very specific to certain job tasks. The following lists the main audiences that require information security awareness training.

Management
Management at any level many require a different view of information security business practices. Upper level management may need simply an executive overview, while middle management and user management may need to know more about prevention, detection, and incident reporting.

Although management is a separate audience, the materials and curriculum are a subset of the Computer User (permanent staff) course.

Computer User (permanent staff)
The largest of all audiences, the general computer user (permanent staff) audience requires a unique training class.
Computer User (temporary staff)
The computer user (temporary staff) audience may not need as much training as the permanent staff since HR issues and such may not apply. They are not necessarily a separate audience, but are a subset of the computer user (permanent staff) class. They could also be combined/ incorporated with computer user (permanent staff).
Contractors, Agents, Auditors and non-Employees
See Computer User (temporary staff) above.

Technical Staff/ Management
This is a highly specialized and separate audience from the Permanent Staff group. They require a unique training class

This audience will also take the computer user (permanent staff) class.

Security Officer/ Staff
The division security officers and security administrator staff is a separate audience and they require a unique training class.
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