PERS

Information Security Board
Charter

Mission Statement

Assist agency management with implementing and maintaining a sound information security program consistent with industry best practices and compliant with state policies.

Background

PERS and the State of Oregon realize the importance of information security. Recent state legislation mandates agencies establish and maintain an information security program to protect the personal information of its stakeholders. 
Purpose of the Information Security Board
The objectives of the Information Security Board are to: 

1. Oversee the information security program to help ensure the security objectives outlined below are addressed.
2. Recommend policies, standards, and procedures to executive management that foster/promote the protection of information in accordance with best practices and state rules and regulations. 

3. Be a sounding board regarding privacy and information security issues. 

4. Recommend awareness training for managers and staff.
Information Security Objectives 
Information security objectives seek to establish controls and practices to prevent, detect, correct, and minimize the risk of loss or damage to information resources, disruption of access to information resources, and unauthorized disclosure of information. These objectives are achieved through the implementation of effective policies, standards, and procedures, which focus on the three primary components of information security: 

· Integrity (the accuracy and completeness of information, as well as to the validity in accordance with business rules)

· Confidentiality (the protection of information resources from unauthorized access or disclosure)

· Availability (the assurance that information resources are accessible by authorized individuals as needed and when needed)
Meetings

The Information Security Officer will chair the meetings, which will be held on a monthly basis. Minutes will be kept and distributed to members.
Membership

The Information Security Board should be comprised of managers and staff with key roles in information security. Key business units that handle a large volume of personal information should also be represented. The board should consist of the following individuals or their representatives:
· Executive Director

· Information Security Officer

· Information Systems Division Administrator

· Human Resources Administrator

· Customer Service Division Administrator

· Benefit Payment Division Administrator

· Internal Audits Director

· Business Continuity Plan Analyst

· Business Process Owner for Security

· Records Officer

· Technical Operations Section Manager

Additional members with information security roles may be asked to attend as well.
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