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POLICY/PURPOSE:
Purpose:  The purpose of this policy is to protect personal information < the agency > receives, handles, and stores, and to comply with the Oregon Consumer Identity Theft Protection Act and all related federal regulations. < The agency > is entrusted with many varieties of sensitive and confidential information. This includes the personal information of a variety of consumers including clients, customers, licensees and employees. As owners and custodians of that information, < the agency > is responsible for protecting those assets from loss or misuse. The loss of personal information can result in substantial harm to individuals, including identity theft or other fraudulent use of the information.
Personal Information is:

A consumer’s first name or first initial and last name in combination with any one or more of the following data elements, when either the name or data elements are not encrypted or when the data elements are encrypted and the encryption key also has been acquired, or when either the name or the data elements are not redacted:
· Social Security number

· Driver’s license number or state identification card number

· Identification number issued by a foreign nation

· Passport number or other United States issued identification number

· Account number, credit card number or debit card number, in combination with any required security code, access code or password that would permit access to a consumer’s financial account.
Policy:  Employees are responsible for protecting personal information from unauthorized access. Access to personal information shall be restricted to a “need-to-know” basis and available only to those individuals authorized to use such information as part of their duties and with the requirement that they keep the information confidential and use it only for authorized business purposes. 
Employees must:
· Be knowledgeable of agency safeguards and follow all procedures and processes established to protect information assets and personal information

· Protect personal information from unauthorized viewing

· Properly secure personal information both when in use and when stored or filed electronically or in portable format (such as paper, discs, removable storage devices)

· Obtain written permission to transport personal information outside of the physical boundaries of the agency 
· Encrypt personal information when appropriate and feasible

· Have a valid business purpose to send personal information over the network and a secure way to transmit
· Have prior written approval to download personal information to any portable or removable device
· Immediately report any suspected breach of personal information to a supervisor 
AUTHORITY:
This policy is established under the authority …
APPLICABILITY:
This policy applies to all agency employees.
DEFINITIONS:
Confidentiality:  A security principle that works to ensure that information is not disclosed to unauthorized subjects.

Information:  Any knowledge that can be communicated or documentary material, regardless of its physical form or characteristics. 

REFERENCES:
Safeguard Best Practices Checklist (pdf) 

Notification Best Practices Checklist (pdf)
Oregon Department of Consumer and Business Services Identity Theft Web site

Oregon Department of Justice Identity Theft Web site


Federal Trade Commission Identity Theft Web site

http://oregon.gov/DAS/EISPD/ESO/IDTheft.shtml Enterprise Security Office Identity Theft Web site
GUIDELINES:
PROCEDURES:
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