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	Policy Definition
	Low-sensitive information. Information that is not protected from disclosure, that if disclosed will not jeopardize the privacy or security of agency employees, clients and partners. This includes information regularly made available to the public via electronic, verbal or hard copy media.
	Sensitive information that may not be protected from public disclosure but if made easily and readily available, may jeopardize the privacy or security of agency employees, clients, partners. Agency shall follow its disclosure policies and procedures before providing this information to external parties.
	Sensitive information intended for limited business use that may be exempt from public disclosure because, among other reasons, such disclosure will jeopardize the privacy or security of agency employees, clients, partners or individuals who otherwise qualify for an exemption. Information in this category may be accessed and used by internal parties. External parties requesting this information for authorized agency business must be under contractual obligation of confidentiality with the agency (for example, confidential/non-disclosure agreement) prior to receiving it.
	Information that is deemed extremely sensitive and is intended for use by named individual(s) only. This information is typically exempt from public disclosure because, among other reasons, such disclosure would potentially cause major damage or injury up to and including death to the named individual(s), agency employees, clients, partners or cause major harm to the agency.

	Examples
	Press releases, brochures, pamphlets, public access Web pages, materials created for public consumption.
	Enterprise risk management planning documents, published internal audit reports, names and addresses that are not protected from disclosure.
	Network diagrams, personally identifiable information, other information exempt from public records disclosure.
	Disclosure that could result in loss of life, disability or serious injury or regulated information with significant penalties for disclosure, such as information covered under HIPAA or IRS regulations, information that is typically exempt from public disclosure.

	Criteria

	Information that can be made available to anyone without exception. It is neither sensitive nor controlled.
	Information that management believes requires limitations on internal access on a “need to know” basis, but which does not fall under the definition of “Restricted” or “Critical.”
	Information that must be available in order for the agency to effectively perform its mission and meet legally assigned responsibilities. Restricted information requires that special precautions be taken to ensure its accuracy, relevance, timeliness, and completeness. This information, if lost, could cause significant financial loss, inconvenience or delay in performance of the agency’s mission and loss of public trust. 
	Information that has limitations placed on its internal access and that may be disclosed only in accordance with an executive order, public law, federal statement, and supporting policies, guidelines, procedures, and processes.

	Handling standards

	No special handling required.
	No special handling required.
	Encryption is required when sending information over an untrusted network, i.e. the Internet or non-secure e-mail system. When sensitive information is commingled with non-sensitive information through computer processing and merging of data or insertion of document files, the resulting file, tape, or disk that contains the commingled data must be clearly labeled that “Sensitive information is included.”
	Encryption is required when sending information over an untrusted network, i.e. the Internet or non-secure e-mail system. When sensitive information is commingled with non-sensitive information through computer processing and merging of data or insertion of document files, the resulting file, tape, or disk that contains the commingled data must be clearly labeled that “Sensitive information is included.”

	Release to third parties

	Available to the general public and for distribution outside of the agency.
	Intended for use only within the agency. May be shared outside the agency only if there is a legitimate business need to know, and is approved by the information owner and user’s manager.
	Access is limited to as few persons as possible on a need to know basis. Information is very sensitive and closely monitored using audit tools. Information is controlled from creation or acceptance to destruction or return of information. Release only permitted by appropriate policies and procedures. 
	Access is limited to as few persons as possible on a need to know basis. Information is very sensitive and closely monitored using audit tools. Information is controlled from creation or acceptance to destruction or return of information. Release only permitted by appropriate policies and procedures. 

	Transmission by mail, facsimile, e-mail

	
	
	
	

	a. Interoffice mail
	No special handling required.
	No special handling required.
	Sealed inter-office envelope marked and labeled “sensitive information.” Notify recipient in advance.
	Sealed inter-office envelope marked and labeled “sensitive information.” Notify recipient in advance.

	b. Mail outside the agency
	No special handling required.
	1st class mail. No special handling required.
	1st class USPS mail. Trackable delivery required, e.g. messenger, FedEx, U.S. Express, USPS certified, or return receipt mail.
	1st class USPS mail. Trackable delivery required, e.g. messenger, FedEx, U.S. Express, USPS certified, or return receipt mail.

	c. E-mail within the agency
	No special handling required. 
	No special handling required.
	Refrain from use of personally identifiable information. Use of e-mail strongly discouraged unless encrypted.
	Refrain from use of personally identifiable information. Use of e-mail strongly discouraged unless encrypted.

	d. E-mail going outside of the agency
	No special handling required.
	No special handling required.
	Use of personally identifiable information prohibited, unless encrypted or emergency situation. Use of e-mail strongly discouraged.
	Use of personally identifiable information prohibited, unless encrypted or emergency situation. Use of e-mail strongly discouraged.

	e. FAX
	
	
	
	

	1) Location of fax machine
	Located in area not accessible to general public. 
	Located in area not accessible to general public.
	Located in area not accessible to general public and unauthorized persons.
	Located in area not accessible to general public and unauthorized persons.

	2) Use of fax coversheet
	Required.
	Required.
	Required. Coversheet labeled “Sensitive Information.”
	Required. Coversheet labeled “Sensitive Information.”

	3) Transmission safeguards
	Reasonable care in dialing.
	Reasonable care in dialing.
	Telephone notification prior to transmission and subsequent telephone confirmation of receipt required.
	Telephone notification prior to transmission and subsequent telephone confirmation of receipt required.

	Transmission by spoken word

	No special precautions required.
	No special precautions required. 
	Active measures and close control to limit information to as few persons as possible.
	Active measures and close control to limit information to as few persons as possible.

	a. Conversation / meetings
	
	
	Enclosed meeting area. Public areas prohibited.
	Enclosed meeting area. Public areas prohibited.

	b. Telephone
	
	
	Avoid proximity to unauthorized listeners. Speakerphone in enclosed area. Use generally discouraged.
	Avoid proximity to unauthorized listeners. Speakerphone in enclosed area. Use generally discouraged.

	c. Cellular telephone
	
	
	Use of digital telephones discouraged. Landline preferred.
	Use of digital telephones discouraged. Landline preferred.

	d. Lobby announcement
	
	
	Lobby announcements.
	Lobby announcements.

	e. Overheard pages
	
	
	No overheard pages.
	No overheard pages.

	Print, film, fiche, video standards

	No special precautions required.
	Reasonable precautions to prevent inadvertent disclosure.
	Active measures and close control to limit information to as few persons as possible.
	Active measures and close control to limit information to as few persons as possible.

	a. Printed materials
	
	Store out of sight of non-employees.
	Store out of sight in a lockable enclosure.
	Store out of sight in a lockable enclosure.

	b. Sign-in sheets / sign-in logs
	
	Placement out of sight of non-employees
	Subsequent signers cannot identify signer.
	Subsequent signers cannot identify signer.

	c. Monitors / computer screens
	
	Positioned or shielded to prevent viewing by non-employees.
	Position or shield to prevent viewing by unauthorized parties. Possible measures include physical location in secure area, positioning of screen, use of password screen saver, etc. 
	Position or shield to prevent viewing by unauthorized parties. Possible measures include physical location in secure area, positioning of screen, use of password screen saver, etc. 

	Copying

	No special precautions.
	No special precautions.
	Photocopying with approval of information owner. Note: If a digital copier is used, cache needs to be erased. 
	Photocopying with approval of information owner. Note: If a digital copier is used, cache needs to be erased. 

	Storage

	
	
	
	

	a. Printed material
	No special precautions required.
	Reasonable precautions to prevent access by non-employees.
	Storage in a lockable enclosure.
	Storage in a lockable enclosure.

	b. Electronic documents
	Storage on all drives.
	Storage on all drives.
	Storage on secure drives only. Password protection of document preferred. Use of Object Reuse to erase sensitive information or destruction of drive.
	Storage on secure drives only. Password protection of document preferred. Use of Object Reuse to erase sensitive information or destruction of drive.

	c. E-mail
	No special precautions required.
	Reasonable precautions to prevent access by unauthorized personnel.
	Encrypted storage and backup tape in a secure place or container.
	Encrypted storage and backup tape in a secure place or container.

	Destruction

	
	
	
	

	a. Destruction
	No special precautions required.
	No special precautions required.
	Destroy in a manner that protects sensitive information.
	Destroy in a manner that protects sensitive information.

	b. Location of waste paper bins
	No special precautions required.
	No special precautions required.
	Secure area not accessible to unauthorized persons.
	Secure area not accessible to unauthorized persons.

	c. Paper recycling
	Permitted.
	Permitted.
	Prohibited. Destruction or shredding required.
	Prohibited. Destruction or shredding required.

	d. Magnetic media / diskettes
	No special precautions required.
	No special precautions required.
	Use object reuse to overwrite sensitive information.
	Use object reuse to overwrite sensitive information.

	Physical security

	
	
	
	

	a. Computer / work stations
	Password screen-saver to be used when briefly unattended. Sign-off or power-off work stations or terminals when not in use or leaving work.
	Password screen-saver to be used when briefly unattended. Sign-off or power-off work stations or terminals when not in use or leaving work.
	Do not leave data unattended. Sign-off or power-off workstation or terminals not in use or leaving work area. 
	Do not leave data unattended. Sign-off or power-off workstation or terminals not in use or leaving work area. 

	b. Printing documents
	No special precautions required.
	No special precautions required.
	Printing of documents when necessary; must not be left unattended. The person attending the printer must be authorized to examine the sensitive information being printed.
	Printing of documents when necessary; must not be left unattended. The person attending the printer must be authorized to examine the sensitive information being printed.

	c. Office access
	No special precautions required.
	No special precautions required.
	Access to areas containing sensitive information should be physically restricted. Sensitive information must be locked when left in an unattended room.
	Access to areas containing sensitive information should be physically restricted. Sensitive information must be locked when left in an unattended room.

	d. Laptop, Palm, etc.
	No special precautions required.
	No special precautions required.
	Computer must not be left unattended at any time unless the sensitive information is encrypted or the hardware is secured in a locked file cabinet, room, or safe. 
	Computer must not be left unattended at any time unless the sensitive information is encrypted or the hardware is secured in a locked file cabinet, room, or safe. 

	Access control

	Available to the general public.
	Generally available to all authorized users on a need to know basis.
	Must have a business need to know the information. Must have written approval of the information owner. 
	Must have a business need to know the information. Must have written approval of the information owner. 

	Audit

	None.
	None.
	Access shall be granted by the information owner and audited.
	Access shall be granted by the information owner and audited.
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