Oregon Secretary of State – Business Continuity Planning Project

BUSINESS IMPACT ANALYSIS INTERVIEW


	Purpose
	This document serves as the template to conduct the Business Impact Analysis (BIA) interview and is intended to facilitate discussion and provide the overall framework for the BIA meetings.

The BIA will identify critical business functions, their recovery window, impacts, and associated resources.  This will aid in the development of a continuity plan for the business unit as well as allow for the prioritization of available equipment and resources.

	Scope
	The scope of the BIA is restricted to the business unit and the entities that it receives work from or sends work to in the daily course of its business.

	Assumptions
	For the purpose of the interviews the following assumptions will be made:

· Worst-case scenario is defined as a total outage for an extended period of time during peak processing.

· No disaster recovery capability exists; current recovery strategies are not considered.

· Quantitative and qualitative impacts are based on loss of critical business functions.

· Recovery Time Objective is to sustain the current client base and continue to provide an adequate level of customer service and NOT to continue to market and grow business.

· Recovered state of functionality would not be business as usual.

· Essential employees may not be available for recovery.

	Objectives
	The objectives of the BIA are as follows:
· To identify business processes and prioritize them according to criticality.

· To identify the Recovery Time Objective (RTO) associated with each critical business process.

· To identify the Recovery Point Objective (RPO) associated with each critical business process.

· To identify the key computer systems, equipment, and applications associated with each critical business process.

· To identify the quantitative and qualitative impacts that will be incurred should a disruption occur.

· To identify critical interdependencies associated with the business unit and its processes.

	Deliverables
	The completed BIA will provide each department with the following information:
· Ranking of critical and non-critical business processes.

· Assignment of RTO’s and RPO’s for each business process.

· Document listings of key vendors, systems, and vital records.

· Assign qualitative and quantitative impact estimates based upon duration of unplanned disruption. (e.g. 24 hours, 48 hours, 5 days, etc.)

· Provide a plan for development and implementation of a business unit recovery plan.


1. Business Unit Overview
	Date of Interview:
	

	Business Unit:
	

	Division:
	

	Division Location:

Address and Floor
	


	Unit Manager:
	

	Phone and Email Address:
	

	Interviewee/Title:
	

	Phone and Email Address:
	

	Interviewee/Title:
	

	Phone and Email Address
	

	Interviewee/Title:
	

	Phone and Email Address:
	

	Interviewee/Title:
	

	Phone and Email Address:
	


1. Business Unit Overview (continued)
	Provide a brief description of your unit/division’s functions.
	

	What are the unit’s normal work hours?  How many personnel currently work in the department?
	

	What is the average work volume (e.g. number of business registered, number of audits completed, number of timesheets entered, etc.) processed by the unit?
	

	Where applicable, relate work volume mentioned above to dollars or revenue. (Revenue going out, revenue retrieved from registration fees, etc.)
	

	Does the unit have a peak volume or other critical time frames? If yes, when are these periods? (e.g. Elections happen in November, payments processed at the end of the month, etc.)
	


2. Key Business Processes

Identify and describe the key business processes of the unit/division.  For each process, identify its Recovery Time Objective (RTO).  RTO is defined as how quickly the process must be restored following a disaster.  The Recovery Time Objective is an estimate of how long the process can be unavailable.  Also identify a Recovery Point Objective (RPO) for each process.  RPO is the determination of how much data loss, in terms of time, is tolerable before a process is significantly impacted.  If the process can be performed manually, please use Attachment A to explain.  Use multiple pages if needed.

	Key Business Process
	Recovery Time Objective*
	Recovery Point Objective**
	Can this be performed manually? For how long? ***
	Computer Systems/Applications required to perform this process

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


   *  Recovery Time Objective in terms of hours, days, or weeks
 **  Recovery Point Objective in terms of hours, days, or weeks

*** If process can be performed manually, list manual processes in Attachment A

	Key Business Process
	Recovery Time Objective*
	Recovery Point Objective**
	Can this be performed manually? For how long? ***
	Computer Systems/Applications required to perform this process

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


3. Quantitative & Qualitative Impact Estimates

For each process listed in section 2-Key Business Process, enter the process name on the next page and complete one page per item.  First, quantify the estimated dollar loss incurred as a result of a disruption of the business process listed.  Second, identify the intangible business interruption impacts incurred as a result of a disruption of the business process.  Use the scoring numbers (0-4) provided in the legend below.

For the purposes of this questionnaire, assume it is midway through the budget cycle (June 2008).  If the quantitative or qualitative impact will vary at different points in the biennium cycle, please use the “Comments” section to explain how and why the impact will change, as well as what will trigger the change.
Examples:  

· If a server system had to be replaced at the beginning of the biennium, it would have a lower impact than if it had to be replaced near the end of the biennium when funds are lower.

· A disruption to business processes in the Elections division would have catastrophic qualitative impacts on Election Day in November, but no to low impact most of the time.

	QUANTITATIVE IMPACT ESTIMATES

	Scoring
	Low Range
	
	High Range
	Impact to Business or Operations

	0
	0
	<
	$500,000
	No to Low

	1
	$500,000 
	But <
	$1,000,000
	Low to Moderate

	2
	$1,000,000
	But <
	$3,000,000
	Moderate

	3
	$3,000,000
	But <
	$6,000,000
	Moderate to High

	4
	$6,000,000
	And greater
	High to Catastrophic


	QUALITATIVE IMPACT ESTIMATES

	Scoring
	Impact to Business or Operations

	0
	No to Low

	1
	Low to Moderate

	2
	Moderate

	3
	Moderate to High

	4
	High to Catastrophic


BUSINESS PROCESS NAME: ____________________________________________________

	Category of Quantitative Loss
	$ Impact

0 to 1 week
	$ Impact

1 to 2 weeks
	$ Impact

2 to 3 weeks
	$ Impact

3 weeks to 1 month
	$ Impact

1 month +

	Loss of Current Business
	
	
	
	
	

	Loss of Future Business
	
	
	
	
	

	Increase in Operating Costs
	
	
	
	
	

	Increase in Interest Income Loss
	
	
	
	
	

	Non-Performance Penalties
	
	
	
	
	

	Delay in Billing or Payments
	
	
	
	
	

	Cash Flow Impact to Agency
	
	
	
	
	

	Potential Liability Cost
	
	
	
	
	

	Loss of Productivity
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Category of Qualitative Loss
	Impact

0 to 1 week
	Impact

1 to 2 weeks
	Impact

2 to 3 weeks
	Impact

3 weeks to 1 month
	Impact

1 month +

	Degraded Customer Service
	
	
	
	
	

	Degraded Public Confidence or Image
	
	
	
	
	

	Noncompliance with Government Regulations
	
	
	
	
	

	Noncompliance with Contracts and SLA’s
	
	
	
	
	

	Degraded Quality of Work
	
	
	
	
	

	Loss of Stakeholder confidence
	
	
	
	
	

	Delay Delivery of Internal Products/Services
	
	
	
	
	

	Delay Delivery of External Products/Services
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Comments:

BUSINESS PROCESS NAME: ____________________________________________________
	Category of Quantitative Loss
	$ Impact

0 to 1 week
	$ Impact

1 to 2 weeks
	$ Impact

2 to 3 weeks
	$ Impact

3 weeks to 1 month
	$ Impact

1 month +

	Loss of Current Business
	
	
	
	
	

	Loss of Future Business
	
	
	
	
	

	Increase in Operating Costs
	
	
	
	
	

	Increase in Interest Income Loss
	
	
	
	
	

	Non-Performance Penalties
	
	
	
	
	

	Delay in Billing or Payments
	
	
	
	
	

	Cash Flow Impact to Agency
	
	
	
	
	

	Potential Liability Cost
	
	
	
	
	

	Loss of Productivity
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Category of Qualitative Loss
	Impact

0 to 1 week
	Impact

1 to 2 weeks
	Impact

2 to 3 weeks
	Impact

3 weeks to 1 month
	Impact

1 month +

	Degraded Customer Service
	
	
	
	
	

	Degraded Public Confidence or Image
	
	
	
	
	

	Noncompliance with Government Regulations
	
	
	
	
	

	Noncompliance with Contracts and SLA’s
	
	
	
	
	

	Degraded Quality of Work
	
	
	
	
	

	Loss of Stakeholder confidence
	
	
	
	
	

	Delay Delivery of Internal Products/Services
	
	
	
	
	

	Delay Delivery of External Products/Services
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Comments:

BUSINESS PROCESS NAME: ____________________________________________________
	Category of Quantitative Loss
	$ Impact

0 to 1 week
	$ Impact

1 to 2 weeks
	$ Impact

2 to 3 weeks
	$ Impact

3 weeks to 1 month
	$ Impact

1 month +

	Loss of Current Business
	
	
	
	
	

	Loss of Future Business
	
	
	
	
	

	Increase in Operating Costs
	
	
	
	
	

	Increase in Interest Income Loss
	
	
	
	
	

	Non-Performance Penalties
	
	
	
	
	

	Delay in Billing or Payments
	
	
	
	
	

	Cash Flow Impact to Agency
	
	
	
	
	

	Potential Liability Cost
	
	
	
	
	

	Loss of Productivity
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Category of Qualitative Loss
	Impact

0 to 1 week
	Impact

1 to 2 weeks
	Impact

2 to 3 weeks
	Impact

3 weeks to 1 month
	Impact

1 month +

	Degraded Customer Service
	
	
	
	
	

	Degraded Public Confidence or Image
	
	
	
	
	

	Noncompliance with Government Regulations
	
	
	
	
	

	Noncompliance with Contracts and SLA’s
	
	
	
	
	

	Degraded Quality of Work
	
	
	
	
	

	Loss of Stakeholder confidence
	
	
	
	
	

	Delay Delivery of Internal Products/Services
	
	
	
	
	

	Delay Delivery of External Products/Services
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Comments:

BUSINESS PROCESS NAME: ____________________________________________________
	Category of Quantitative Loss
	$ Impact

0 to 1 week
	$ Impact

1 to 2 weeks
	$ Impact

2 to 3 weeks
	$ Impact

3 weeks to 1 month
	$ Impact

1 month +

	Loss of Current Business
	
	
	
	
	

	Loss of Future Business
	
	
	
	
	

	Increase in Operating Costs
	
	
	
	
	

	Increase in Interest Income Loss
	
	
	
	
	

	Non-Performance Penalties
	
	
	
	
	

	Delay in Billing or Payments
	
	
	
	
	

	Cash Flow Impact to Agency
	
	
	
	
	

	Potential Liability Cost
	
	
	
	
	

	Loss of Productivity
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Category of Qualitative Loss
	Impact

0 to 1 week
	Impact

1 to 2 weeks
	Impact

2 to 3 weeks
	Impact

3 weeks to 1 month
	Impact

1 month +

	Degraded Customer Service
	
	
	
	
	

	Degraded Public Confidence or Image
	
	
	
	
	

	Noncompliance with Government Regulations
	
	
	
	
	

	Noncompliance with Contracts and SLA’s
	
	
	
	
	

	Degraded Quality of Work
	
	
	
	
	

	Loss of Stakeholder confidence
	
	
	
	
	

	Delay Delivery of Internal Products/Services
	
	
	
	
	

	Delay Delivery of External Products/Services
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Comments:

BUSINESS PROCESS NAME: ____________________________________________________
	Category of Quantitative Loss
	$ Impact

0 to 1 week
	$ Impact

1 to 2 weeks
	$ Impact

2 to 3 weeks
	$ Impact

3 weeks to 1 month
	$ Impact

1 month +

	Loss of Current Business
	
	
	
	
	

	Loss of Future Business
	
	
	
	
	

	Increase in Operating Costs
	
	
	
	
	

	Increase in Interest Income Loss
	
	
	
	
	

	Non-Performance Penalties
	
	
	
	
	

	Delay in Billing or Payments
	
	
	
	
	

	Cash Flow Impact to Agency
	
	
	
	
	

	Potential Liability Cost
	
	
	
	
	

	Loss of Productivity
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Category of Qualitative Loss
	Impact

0 to 1 week
	Impact

1 to 2 weeks
	Impact

2 to 3 weeks
	Impact

3 weeks to 1 month
	Impact

1 month +

	Degraded Customer Service
	
	
	
	
	

	Degraded Public Confidence or Image
	
	
	
	
	

	Noncompliance with Government Regulations
	
	
	
	
	

	Noncompliance with Contracts and SLA’s
	
	
	
	
	

	Degraded Quality of Work
	
	
	
	
	

	Loss of Stakeholder confidence
	
	
	
	
	

	Delay Delivery of Internal Products/Services
	
	
	
	
	

	Delay Delivery of External Products/Services
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Comments:

BUSINESS PROCESS NAME: ____________________________________________________
	Category of Quantitative Loss
	$ Impact

0 to 1 week
	$ Impact

1 to 2 weeks
	$ Impact

2 to 3 weeks
	$ Impact

3 weeks to 1 month
	$ Impact

1 month +

	Loss of Current Business
	
	
	
	
	

	Loss of Future Business
	
	
	
	
	

	Increase in Operating Costs
	
	
	
	
	

	Increase in Interest Income Loss
	
	
	
	
	

	Non-Performance Penalties
	
	
	
	
	

	Delay in Billing or Payments
	
	
	
	
	

	Cash Flow Impact to Agency
	
	
	
	
	

	Potential Liability Cost
	
	
	
	
	

	Loss of Productivity
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Category of Qualitative Loss
	Impact

0 to 1 week
	Impact

1 to 2 weeks
	Impact

2 to 3 weeks
	Impact

3 weeks to 1 month
	Impact

1 month +

	Degraded Customer Service
	
	
	
	
	

	Degraded Public Confidence or Image
	
	
	
	
	

	Noncompliance with Government Regulations
	
	
	
	
	

	Noncompliance with Contracts and SLA’s
	
	
	
	
	

	Degraded Quality of Work
	
	
	
	
	

	Loss of Stakeholder confidence
	
	
	
	
	

	Delay Delivery of Internal Products/Services
	
	
	
	
	

	Delay Delivery of External Products/Services
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Comments:

BUSINESS PROCESS NAME: ____________________________________________________
	Category of Quantitative Loss
	$ Impact

0 to 1 week
	$ Impact

1 to 2 weeks
	$ Impact

2 to 3 weeks
	$ Impact

3 weeks to 1 month
	$ Impact

1 month +

	Loss of Current Business
	
	
	
	
	

	Loss of Future Business
	
	
	
	
	

	Increase in Operating Costs
	
	
	
	
	

	Increase in Interest Income Loss
	
	
	
	
	

	Non-Performance Penalties
	
	
	
	
	

	Delay in Billing or Payments
	
	
	
	
	

	Cash Flow Impact to Agency
	
	
	
	
	

	Potential Liability Cost
	
	
	
	
	

	Loss of Productivity
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Category of Qualitative Loss
	Impact

0 to 1 week
	Impact

1 to 2 weeks
	Impact

2 to 3 weeks
	Impact

3 weeks to 1 month
	Impact

1 month +

	Degraded Customer Service
	
	
	
	
	

	Degraded Public Confidence or Image
	
	
	
	
	

	Noncompliance with Government Regulations
	
	
	
	
	

	Noncompliance with Contracts and SLA’s
	
	
	
	
	

	Degraded Quality of Work
	
	
	
	
	

	Loss of Stakeholder confidence
	
	
	
	
	

	Delay Delivery of Internal Products/Services
	
	
	
	
	

	Delay Delivery of External Products/Services
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Comments:

BUSINESS PROCESS NAME: ____________________________________________________
	Category of Quantitative Loss
	$ Impact

0 to 1 week
	$ Impact

1 to 2 weeks
	$ Impact

2 to 3 weeks
	$ Impact

3 weeks to 1 month
	$ Impact

1 month +

	Loss of Current Business
	
	
	
	
	

	Loss of Future Business
	
	
	
	
	

	Increase in Operating Costs
	
	
	
	
	

	Increase in Interest Income Loss
	
	
	
	
	

	Non-Performance Penalties
	
	
	
	
	

	Delay in Billing or Payments
	
	
	
	
	

	Cash Flow Impact to Agency
	
	
	
	
	

	Potential Liability Cost
	
	
	
	
	

	Loss of Productivity
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Category of Qualitative Loss
	Impact

0 to 1 week
	Impact

1 to 2 weeks
	Impact

2 to 3 weeks
	Impact

3 weeks to 1 month
	Impact

1 month +

	Degraded Customer Service
	
	
	
	
	

	Degraded Public Confidence or Image
	
	
	
	
	

	Noncompliance with Government Regulations
	
	
	
	
	

	Noncompliance with Contracts and SLA’s
	
	
	
	
	

	Degraded Quality of Work
	
	
	
	
	

	Loss of Stakeholder confidence
	
	
	
	
	

	Delay Delivery of Internal Products/Services
	
	
	
	
	

	Delay Delivery of External Products/Services
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Comments:

4. Identification of Regulatory, Legal, or Service Level Requirements

Briefly describe any regulatory, legal, or customer service level requirements (e.g. JACHO, HIPPA, SOX 404, OAR, Accreditation, State Licensing, etc.) associated with the business processes identified in section 2-Business Processes that would be impacted if a disruption interrupted business unit operations.
	Key Business Process Impacted
	Regulatory Requirement, Legal, Service Level Expectation, etc.

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


5. Business unit Inter-dependencies (work received and work sent)

List any internal business units, in-house central computer systems, data processing service bureaus, or other external entities from which your department receives work and/or sends work to in performing its key business processes.  Use multiple pages if needed.  If a workflow has been documented for a business process, attach as Attachment B.

	Business Process Receiving and Sending the Work
	WORK INPUTS

Type of Work/Data Received, Frequency Received
	RECEIVED FROM

Business Unit, Computer System, or Organization from which the Work is Received
	WORK OUTPUT

Type of Work/Data Sent, Frequency Sent
	SENT TO

Business Unit, Computer System, or Organization to which the Work is Sent

	Example:

“The Process”

Process contract requests
	What goes into it?

How often?

Request for services, varies
	Who do you get it from?

SOS staff
	What do you do with it?

How often?

Bid requests, final contracts, varies
	Who does it go to?

Service Providers, contractors

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


6. Identification of Vital Records

A vital record is any information required to support key business processes in daily operations.  Vital records are essential to the operation and recovery of a business unit, division, or business location.  Vital records can be in many forms, i.e. tapes, CD-Rom disks, microfilm/fiche, hardcopy, reports, reference materials, etc.  Use multiple pages if needed.

	Key Business Process Name
	Vital Records Required
	Type of Media

E = Electronic

P = Paper

M = Microfilm/Microfiche

O = Other
	Location of the Vital Record (e.g. 10th floor file room, system name, off-site storage, etc.)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


7. Potential Changes Anticipated Over the next 12 months

	What anticipated changes could affect business impacts identified above?

· New federal, state regulations

· Re-organizations

· Computer Systems, Networks, etc.

· Changes to distribution network

· New business partnerships



	How would financial and operations business impacts change under any of the above conditions?  Consider:

· Budgets

· Lost Revenue

· Employee morale

· Stakeholder confidence




8. Other BIA Related Discussion Issues

(e.g. data backup, dependence on key staff, new applications, etc.)
	


ATTACHMENT A – Manual Processes

	Key Business Process
	Identify Manual Process Used in Event of Disruption (include forms and locations)

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


ATTACHMENT B – Business Process Workflows

ATTACHMENT C – Vendor Contact Information

	Vendor Name
	Contact Information
	Usage
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