Statewide Business Continuity Planning Coordinators

Minutes from March 6th, 2009 meeting

1. Security Plans
Amy McLaughlin and Cinnamon Albin, Enterprise Security Office, DAS

· (See PowerPoint presentation; also see website for Enterprise Security Office (ESO) at www.oregon.gov/das/eispd/eso ) 

· Statutes adopted in 2005 require agencies to develop security plans to protect information and develop “information security policies.”  These security plans are required to cover eleven different “domains,” or topic areas, as identified by the International Standards Organization (ISO).  Business continuity is one of these domains.

· There are four different security-related plans currently required by DAS.  Unfortunately, each plan has a slightly different deadline and each policy was adopted at a different time.  (We are working to better coordinate issuance of these policies in the future.)  The original intent was to stagger the deadlines slightly, so that agencies wouldn’t have to finish all of them at once.  Unfortunately, this has perhaps created more confusion than it is solved!

· Here are the four deadlines, in order of deadline:

· Incident Response Plan – due May 1, 2009

· Business Continuity Plan – due June 30, 2009

· Information Asset Classification plan – due June 30, 2009

· Security Plan – due July 30, 2009

· For more information on these topics, please see our division’s website at www.oregon.gov/das/eispd 

· Security plan itself is the overall “umbrella” document that lists other plans, locations, and processes.

· Provides legal foundation:  if you have documented processes, employees can be held accountable for breaches.
· Think of the security plan as the index – it should be a high-level executive summary of all of your agency’s policies and plans that relate to security.

· Security plan is usually no more than 9 – 10 pages.

· The security plan describes how your agency will protect sensitive information.

· Information can be protected in different ways:  technological controls; different processes for storing or processing information

· Example:  It is just as important to not leave a box of papers with Social Security Numbers sitting out on a desk as it is important to secure a database.

· Plan content:

· Lists state and federal security policies (state level and agency level) explaining how information will be handled and protected.
· Lists compliance regulations specific to your agency

· Examples:  DHS lists HIPAA; Revenue lists IRS compliance regulations

· Document policies which exist, list where they are, what they do, and how your agency will implement them.

· How a security plan fits with a business continuity plan:

· Security plan should only document that you have a BCP, describe which staff person “owns” the plan and is responsible for maintaining it, and describe how it is updated.
· Your BCP will (most likely) be a much larger document than your security plan.  The key security issue with your BCP is to protect access to the BCP and your call tree (containing personal contact information for staff).  Make sure that only the key staff who need the BCP and the call tree have access to them and ensure that these staff keep information protected (locked file cabinet, encrypted thumbdrive, etc.).  At the same time, you need to make sure that appropriate staff can still get access to the BCP and calling trees when needed.  (Recommend that key staff keep copies of this information at home, just in case an emergency event makes it impossible to get to the office.)
· Enterprise Security Office is available to help.

· Tools are available – security plan template, guidelines for policies/procedures, criteria checklist – all of these are on the website (at www.oregon.gov/das/eispd/eso ) 

· Staff are available by phone and are also able to come to your agency and work with you directly.

· Call Cinnamon Albin at 503-373-1496 if you have questions.
2. Update on Disaster Recovery Project of the State Data Center
Claudia Light, State Data Center, DAS
· There will be a meeting to kick-off the Disaster Recovery project on Thursday, March 19th, here at the Labor and Industries building, from 1:00 to 3:00 pm.  Claudia will facilitate the meeting, with other speakers being Lynn Beaton, Bill Norfleet (Dept. of Revenue), and a representative from SunGard.

· Claudia is meeting individually with agencies that work with the State Data Center.  So far, she has met with Employment, Revenue, PERS, DAS, Dept. of Human Services, and ODOT.  These initial meetings are being used identify critical resources, RTOs (Recovery Time Objectives), and RPOs (Recovery Point Objectives).  This information will help determine the connection between BCP and DR (how quickly do the business needs of an agency require that different IT components be restored) and to sequence recovery for an agency.
· She is also working with the CIO Council (primarily includes the Chief Information Officers of the agencies working with the State Data Center) to outline this project:
· Develop DR principles; determine how best to use services of SunGard.

· Determine how to create framework (templates, guidelines, etc.); develop business case to balance cost and needs of DR planning, design SDC service offerings for DR (built into rates, etc.)

· These decisions will then be taken to the agency directors’ board. 

· The SDC recently conducted a tabletop exercise to identify the first steps of the DR process.  The SDC also has an internal project to identify infrastructure necessary for DR recovery.
· Disaster Recovery information will be put up on the BCP website as it is developed.  
· Comment from Lynn:  a number of agencies have asked if they need to develop a separate Disaster Recovery plan, or can DR be combined with the BCP.  They do not have to be separate – do whatever makes the most sense for your agency.  For most agencies, different staff are developing the two pieces (business staff handle the BCP and IT staff handle the DR elements).  That is why they are generally separate.  However, if your agency has combined them into a single document – that is fine.

3. Overview from DAS’ Chief Information Officer

Bret West, CIO for DAS

· Bret is the CIO and CFO for DAS, and is in charge of our internal operations.
· DAS is working to improve the service we provide – we now issue all policies and plans at the same time, to provide better guidance to other agencies.

· Bret understands what it feels like to have to comply with policies issued by DAS – he is responsible for ensuring that DAS adopts all security measures and develops a security plan and he has also worked for other state agencies.

· Bret is always willing to talk with other agencies.  He is also a member of the CIO Council and is involved with the State Data Center disaster recovery project. 
4. Statewide Financial Management Application (SFMA) and Small Purchase Order Transaction System (SPOTS) cards
Joy Sebastian, State Controller’s Division, DAS

· Please go to website to link to the two handouts that Joy presented.  She walked through these handouts during her presentation: 
· SFMA BCP if SFMA is not available - “Business Continuity Plans – In the event the Statewide Financial Management Application (SFMA) is not available”

· “Using SPOTS cards during an emergency”

· As the BCP Coordinator, please pass along this information to your financial staff, to ensure that they are aware of business continuity measures planned for SFMA.

· Joy Sebastian can be reached at 503-373-1044 ext.228 or joy.sebastian@state.or.us .

· Joy has given this same presentation to the financial staff of various agencies, and is willing to talk with any agency staff with questions.

· If SFMA goes down, there will be different processes for an event that lasts less than a week, versus an event that is longer than a week.
· During first week of event:  call SFMA and they will make payments with wire transfer (only need the phone system for this process).

· If event lasts longer than one week, DAS staff will put manual process in place:

· Agencies will need to use “non-receipted accounts” (Treasury suspense accounts) to write checks if SFMA is not available.  These suspense accounts are used for emergency use and you don’t need SFMA to write these checks.
· Setting up a suspense account:

· Agencies may choose to set up these accounts in advance of an event or wait until the event occurs.

· Will need to create a suspense account for each “receipted account” in your agency.
· Ahead of time:  obtain check stock for writing checks by paper during an emergency.  (It takes 8 business days to get the check stock.)  You will need to store this check stock in your office; this does require that you adopt internal security controls to ensure that the check stock is protected and is periodically examined to ensure that it is all still there.

·  Time of event:  It takes at least three days to create suspense account with Treasury.
· What SFMS is doing to prepare:
· Weekly reports for each agency are sent to Treasury, which then sends these reports to SunGard.

· At the time of an event, these reports are used as the starting point for account balancing.

· During emergency, agencies need to notify SFMS of checks writing using emergency suspense accounts daily.  (Forms for doing this are in the handout on the website.)

· SFMS then daily provides balances to agencies; SFMS balances with Treasury to redeem checks (only those disclosed by agencies to SFMS).

· SFMS has access to Treasury accounts to reconcile and determine balances.  SFMS uses one person to balance, and one to restore the system.

· Question:  Do accounting staff understand this information?  As the BCP Coordinator, I don’t understand this.

· Answer:  Yes, accounting staff have been given this presentation.  However, they can always contact Joy directly and she can explain it and answer questions.

· Question:  DAS normally issues all of our checks.  That won’t happen during an event?

· Answer:  If the SFMA is down, then you will need a suspense account to issue checks.

· Question:  We don’t keep extra money in our accounts.  What happens during an emergency if we inadvertently spend too much?

· Answer:  You can go negative during an event, although you, of course, want to be as careful as possible and document everything.  As soon as possible, SFMA will then work with agencies to reconcile the accounts. 
· Using SPOTS cards during an emergency:
· This is a credit card to be used during emergencies.

· If credit limit is $7,500 or less, an agency’s Approving Officer may authorize directly.  If the limit needs to be increased, you may need the additional approval of DAS.
· In an emergency, cards can be issued and made available within 24 to 48 hours after bank receives the request.  However, there are benefits to having the cards issued ahead of time, as long as staff only uses them for emergencies.

· Please go to “Using SPOTS cards during an emergency” on the website to learn how to obtain and use a card.

· Example:  During the TOPOFF exercise, DAS learned that it is important for a few key people in the agency to have SPOTS cards.  Bret West keeps his with him at all times, to ensure that he has it if he is unable to get in to the office.
5. Next Steps
Lynn Beaton, Enterprise Business Continuity Program, DAS
· The next BCP Coordinators’ meeting will be on June 2nd.  This meeting will again be held here at the Labor & Industries building.   

· The top request that I am currently hearing from you is to offer training on how to run tests of your BCP.   We will provide this information to you in three ways:  

· Training sessions within the next few months

· Testing manual currently on the website

· Come to your office on request and help you run a tabletop exercise

· A reminder concerning testing of your BCP:

· By June 30, 2009, agencies will only be required to have performed a “desk check” of all recovery steps.  This involves having someone who did not write the plan read through the recovery steps to ensure that an objective person could understand what has been written.  The goal is to make sure that another staff person generally familiar with a specific critical business function would be able to pick up the BCP during an event and follow the recovery steps.  In addition, we recommend that all agencies perform at least one test of their call tree by the end of the biennium.

· By December 31, 2009, agencies should have completed tabletop tests of their plans.  
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