Statewide Business Continuity Planning Coordinators

Minutes from January 26th, 2009 meeting

1. Welcome and introductions

Lynn Beaton, Enterprise BCP Manager, DAS

The meeting started with a welcome and introduction from Lynn Beaton followed by introductions of all the attendees.

2. Progress on Completing Agency Business Continuity Plans

Lynn Beaton and Katie Bechtel, Enterprise BCP Program, DAS

[See PowerPoint on our website for overview of presentation.]

There will be two more BCP Coordinators’ meetings before the end of the biennium:  Friday, March 6th and Tuesday, June 2nd.  Both meetings will be at the Labor & Industries building and both meetings will run from 9:00 to 11:30.
Agency status reports

As reported in the status reports, agencies are making good progress toward completing BCPs.  Lynn received reports from all but two agencies.  Also, at this time almost all agencies believe they can finish their BCPs by the end of the biennium.

The agency status reports are summarized for DAS’ director in an agency “scorecard.”  To get an understanding of what the scorecard looks like, please see the attached “Agency Scorecard example.”  Lynn will soon meet with DAS Director’s Office, to provide an update on agency progress.
Governance board
Question:  If a large event were to occur that affected many agencies, how would we determine which agencies would receive resources first?  How will priorities between and among agencies be determined? 
Lynn’s answer:  A governance board will be established to determine interdependencies among agencies.  DAS leadership is working to determine if an existing board can fulfill this role.  In addition, once this biennium is completed, a new BCP policy will be needed to ensure plans continue to be updated, and the governance board will be asked to help create this policy.  
Question:  Will DAS determine the language of the new policy?  Does DAS already know what it wants the policy to say?

Lynn’s answer:  DAS will work closely with the governance board to draft the policy.  We want the buy-in of the agencies; we don’t want to develop a policy that won’t work for agencies.  Although I personally do have ideas that I hope will be incorporated into a new policy, DAS has not drafted a policy and we do not already “have the answer” determined.  We really do want this to be a collaborative process.  
Testing your BCP

Question:  The DAS BCP policy states that agencies must have tested their BCPs by the end of the biennium.  (See “Statewide Business Continuity Planning,” policy number 107-001-010, effective date of 03-17-06).  However, the original guidance documents sent out stated that agencies did not have to complete tests until the end of December, 2009.  What are agencies required to do?

Katie’s answer:  By June 30, 2009, agencies will be required to perform a “desk check” of all recovery steps.  This involves having someone who did not write the plan read through the recovery steps to ensure that an objective person could understand what has been written.  The goal is to make sure that another staff person generally familiar with a specific critical business function would be able to pick up the BCP during an event and follow the recovery steps.  In addition, we recommend that all agencies perform at least one test of their call tree by the end of the biennium.
By December 31, 2009, agencies should have completed tabletop tests of their plans.  DAS will be providing training in the next few months on how to conduct tabletop tests.  In addition, we have a testing manual on the BCP website.  See www.oregon.gov/das/eispd/bcp 
Cascadia Peril 2009
[Please see PowerPoint for information on this topic.]
Additional topics that DAS will address
At the next BCP Coordinators’ meeting, we will address additional topics dealing with information/services that agencies will need DAS to provide.  [Please see the PowerPoint for the current list of topics.  This list is based on requests that we have had from agencies to date.]
In addition to the listed topics, the following questions were asked concerning other concerns and topics:
Loss of Workforce

Question:  What about loss of workforce and labor unions?  Is DAS still working on this?  Should we mention labor unions in our plans?

Lynn’s answer:  It has not fallen off of the DAS radar, but there isn’t a consistent statewide answer at this point.  I have gotten feedback from the AG’s office, but the information is very general and doesn’t provide specific information that would be really useful as agencies draft their plans.  Instead, we will likely present this issue to the governance board for discussion, once that group is started.  We are also researching other states, but we have not yet found specific policy language that would be useful to Oregon.  Right now, I recommend encouraging unions to discuss loss of workforce, and putting a general statement in your plans stating that loss of workforce needs to be addressed by the unions.  
DAS Security Policies

Question:  How do the security policies required by the Enterprise Security Office connect to the business continuity plans?
Lynn’s answer:  These two topics connect in that the business continuity plans will reference operating systems, applications, etc. that need to be restored in order for critical business functions to be recovered.  Agencies will need to ensure that there are appropriate security policies addressing those systems and applications.  Since several agencies have requested help in connecting these two topics to each other, the Enterprise Security Office (which houses both the BCP team and the staff who deal with security policies) will hold a joint training session in the near future. 
3. Alternate Facilities

Barry Jones, Facilities, DAS

DAS Facilities has several functions – procure property, build buildings, maintain buildings owned by DAS.  The division also maintains buildings during crisis – including cleaning sidewalks, sandbagging, etc.  Leasing program identifies private rental space, negotiate rates for a good rate.  For example - Salem $1.65 sq ft; Portland 1.75-1.95 sq foot for office space.  
In a true emergency anticipate that there would only be 1 – 2 leasing agents available to provide lease space.  Expedite process using form to negotiate private lease space.  DAS still has to sign agreement, but legwork can be done by agency and sent to the leasing agents.  Agencies can start making arrangements themselves.  

DAS owned buildings run 90-97% occupied space so not space in DAS owned buildings.  Can move quickly and can help agencies but don’t have space.  Don’t consider conference room office space.  
Temporary Emergency Lease Agreement 

This is a new form developed by DAS.  [Please see separate form.]  Purpose of the form is to make it easier for agencies to find space during an emergency.  Need signature of agency administrator and signature of DAS representative.  Leasing agents can tell you what available space looks like in most towns in Oregon.  Can fill out in advance including space, sq footage needed, etc. to facilitate finding space quickly.  Need to use form only during a declared emergency.

Suggests putting together mutual agreements between agencies that you work with or with whom you may be able to negotiate with for space in an emergency.  Pre-plan and don’t wait for the emergency.  May work very well for smaller agencies to consider working together.  Have the discussions now and have agency directors involved.

Issue raised:  During an emergency, one key thing that agencies need would be access to network and computing equipment.

Barry’s suggestion:  First issue is to identify space.  Once space is available, then work on phones, networks, etc.  

Question:  Would form give you ability to make modifications to the premises?  Does it need to be noted in the form or in the landlord agreement?
Barry’s answer:  Negotiate this issue with landlord.  Many landlords would likely approve this.  Barry will look at adding this item to the temporary lead agreement form.
Question:  Has there been any discussion to set up an alternate facility pre-established with network access, etc. in preparation for an emergency?  

Barry’s answer:  DAS Facilities does not have enough empty space to do this, and, at this point, does not have the budget to establish and keep empty space in advance.  The Anderson Readiness Center on State Street is the only space maintained for emergency events.  That is the DAS hub, but there is probably much more space needed than could feasibly set aside.

Question:  Does this Temporary Emergency Lease Agreement replace the Alternate Site Form currently in the plan template?
Lynn’s answer:  Yes, this new form is the correct one to use.  We will be amending the plan template and putting this form on our website.
Question:  How do we determine how much space we need?

Barry’s answer:  Use Form #126501 to figure out how much space you will need for a set number of staff.  (Attached as “DAS Space Request Form.)
Question:  If an agency acquires space in an emergency, do other agencies have the ability to come in and take the space from the agency that acquired it if they have a higher priority?  

Lynn’s answer:  Possibly.  That is a question for the Governor’s Office and the governance board.

4. State Data Center
Claudia Light, State Data Center, DAS

[Please see PowerPoint presentation on our website for Claudia’s presentation.  Also, Claudia submitted a separate memo following the meeting to address questions that were raised during her presentation.  Please see “Claudia Light – SDC” memo for those answers.]

5. Emergency Procurement

Vicky Narkon and Marscy Stone and Vicky Narkon, State Procurement Office (SPO), DAS
Disaster Preparedness – SPO offers a class for procurement staff for preparedness and understanding rules available for special procurement.

For procurement purposes, there are two types of disasters:

(1) An emergency declared by the governor.  In this case, different procurement processes apply.  A coordination center is established by Oregon Emergency Management (OEM).  OEM can then contact SPO and ask SPO to process needed emergency procurements.  In this instance, SPO is able to go directly to individual agencies and for assistance to providing needed goods and services.  

(2) A disaster is internal to a specific agency.  In this case, it is critical to have an emergency rule under procurement administrative rules.  Agency can initiate rule to take care of procurement including going directly to contract list or contractor OAR125.247.  Director or director’s designee must declare the emergency and complete some follow up paperwork in a period of time.

Disaster Preparedness workgroup
There is currently a group meeting to determine how procurement functions will operate during governor-declared disasters.  In a statewide emergency, it is too difficult to complete follow up paperwork in short timeline.  Special procurement allows us to do procurements in alignment with Governor’s direction in an emergency.  
Can be very difficult to maintain support for a disaster and regular office work.  Created a work group to look at areas of concern around disasters including agency resource agreement that would allow agencies to quickly get help from each other.  Also wanted to have common group of staff so that minimal training would be needed and have everyone to use the same documentation.  Workgroup in 2009 working to build agency to agency resource agreement, update event log, look at how we get access to an easy contract list (currently requires manual effort on regular basis), and get financial tracking documents approved or updated to meet agency needs, and finally develop a guidebook to make it easier.  

Event log for tracking emergency procurements

Marscy and Vicky will send Lynn updated form once it is complete.  Lynn will then inform agencies and post it on the website.

Financial documents – track expenditures during an emergency and have documentation of what took place.  Disaster Event Log assigns a number to the emergency and what type of action needs to be taken.  Can pass from person to person to finish procurement.  In 2007 put together list of SPOTS cards to identify who had them and could track amount of $ on SPOTS card as were using it.  Tracked purchase orders too.  Can provide a copy of the tracking documents.  
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